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Executive Summary

Artificial intelligence is fundamentally rewiring the economic anatomy of firms, compressing decision cadences, altering capital allocation logic, and escalating
legitimacy stakes. This transformation shifts board work from episodic approval to continuous governance of innovation portfolios and algorithmic architectures.
Yet research reveals a troubling gap: only 18% of directors report high confidence in their ability to oversee digital initiatives effectively, while 82% acknowledge
significant knowledge gaps in emerging technologies.

High Pace & Change
/
Continuous Active Innovation
Stewardship over Steerin
Episodic Approval 9
Lower Innovation .  HighInnovation
Control 7 Control
Managing Al-Driven Traditional Oversight
Unforeseen Risks and Known Risks
v
Lower Pace & Certainty
Compressed Decision Cadences Altered Capital Logic
Elevated Legitimacy Stakes Dynamic Stewardship Required
Governance Evolution
Aspect Traditional Governance Al-Era Governance
Decision Rhythm Episodic Approval Continuous, Rapid Decision-Making
Risk Profile Known, Predictable Dynamic, Al-Driven, Unforeseen
Board Role Oversight, Strategic Guidance Active Stewardship, Innovation Steering
Competency Requirements Financial, Operational Digital Acumen, Tech Fluency
Oversight Model Compliance-Based Dynamic, Adaptive, Algorithmic
The Six Core Competencies of Digital Acumen
Competency Description
Leadership in Digital Strategy Guiding the firm's strategic direction to leverage digital technologies for competitive advantage and
growth.
Continuous Learning and Technological Adaptation Fostering a culture of ongoing education and agility to embrace and integrate new digital
advancements.

Cybersecurity and Data Governance Ensuring robust protection of digital assets and ethical, compliant management of data.
Ethical Governance in Digital Initiatives Navigating the moral implications of Al and digital transformation, upholding responsible innovation.
Technological Foresight and Innovation Anticipating future tech trends and fostering an environment for disruptive innovation.
Change Management and Digital Culture Leading the organization through digital transitions and cultivating a supportive, future-ready culture.

This article presents a comprehensive framework for understanding, measuring, and developing digital acumen at the board level. Drawing on extensive research
including a mixed-methods study of 65 board members and CEOs across Brazilian publicly traded companies, nine elite interviews, and documentary analysis of
leading firms, we identify six core competencies that constitute board-level digital acumen and provide actionable pathways for their development.
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The Six Core Competencies

# BoardAcumen

Our research identifies six interconnected competencies that together form the foundation of board-level

digital acumen. These competencies emerged from thematic analysis of interview data, survey responses,

and corporate disclosures, validated against existing literature on digital leadership and board

effectiveness.

@

Leadership in
Digital Strategy

Guiding the firm's
strategic direction
to leverage digital
technologies for
competitive
advantage and
growth.

£

Continuous
Learning and
Technological
Adaptation

Fostering a culture
of ongoing
education and
agility to embrace
and integrate new
digital
advancements.

Technological Foresight and Innovation

Anticipating future tech trends and fostering an

environment for disruptive innovation.

Cybersecurity
and Data
Governance

Ensuring robust
protection of digital
assets and ethical,
compliant
management of
data.

&To

Ethical
Governance in
Digital Initiatives

Navigating the
moral implications
of Al and digital
transformation,
upholding
responsible
innovation.

Change Management and Digital Culture

Leading the organization through digital

transitions and cultivating a supportive, future-

ready culture.
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The Six Core Competencies in Action

These six core competencies are not isolated; they are deeply interconnected, forming a holistic framework that
enables effective board-level digital leadership. Their combined strength supports robust digital strategy,
continuous adaptation, and ethical innovation, fostering a future-ready organization.

Leadership in Continuous

Digital Strategy

Cybersecurity and Ethical
Learning and Data Governance Governance in

Adaptation Digital Initiatives

Guiding the firm's
strategic direction to
leverage digital

Ensuring robust
protection of digital
assets and ethical,

Fostering a culture of Navigating the moral

ongoing education implications of Al and

technologies for and agility to compliant digital

competitive embrace and management of data. transformation,

advantage and integrate new digital upholding

growth. advancements. responsible
innovation.

Technological Foresight and Innovation Change Management and Digital Culture

Anticipating future tech trends and fostering an Leading the organization through digital

environment for disruptive innovation. transitions and cultivating a supportive, future-

ready culture.

"The vision of digital transformation is the key
skill for board members. It is not about

Foresight & understanding every technology, but about

Digital Strategy Innovation

Defines direction and knowing how digital reshapes competitive
guides related

competencies.

Anticipates trends
that inform strategy
and change.

positioning and how to guide that transformation
strategically." - Board Member, Healthcare Sector

This perspective underscores the strategic rather
than purely technical nature of board-level digital
competency.

Learning &
Adaptation

Enables continuous
improvement across
functions.

Change
Management
Implements shifts

informed by learning
and foresight.

The diagram illustrates how each competency
reinforces the others, creating a synergistic effect
that drives comprehensive digital acumen at the
board level.
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Key Research Findings

Our research yields several critical insights for boards navigating the digital transformation landscape, highlighting the tangible benefits of strong digital

leadership at the highest level.

38%

Higher Revenue Growth

For companies with 3+ digitally

savvy directors

34% 18% 3+

Greater ROA Director Confidence Directors Critical Mass
Compared to peers lacking digital Improved ability to oversee digital Number needed for effective digital
expertise strategy governance

2X 1.5x
Faster Decision Making Increased Market Cap

In digital strategy for boards with For firms with strong digital board
high acumen leadership

First, companies with three or more digitally savvy directors achieved 38% higher revenue growth and 34% greater return on assets compared to peers
lacking such expertise. This performance differential highlights the strategic importance of digital acumen as a governance capability. Boards with a
critical mass of 3+ digitally competent directors also demonstrated twice as fast decision-making regarding digital initiatives and experienced 1.5 times
greater market capitalization growth.

Second, research suggests that three digitally competent directors represent a critical mass for effective board-level digital governance, rather than
requiring universal expertise. This finding is significant because it suggests that boards can achieve effective digital oversight through targeted
composition decisions rather than wholesale replacement.

120

Strategy Risk Mgmt

Innovation

Trust

Digital Acumen Impact Areas:
Performance Indicators

This chart illustrates the weighted impact index of digital acumen across
various critical board functions. Innovation velocity shows the highest
correlation with digital expertise, followed closely by strategic resilience
and overall strategy alignment. Effective risk management and
stakeholder trust also significantly benefit from strong digital leadership
on the board, demonstrating a comprehensive positive influence across
the organization.

Resilience

Detailed Digital Acumen Impact

Domain

Strategy Alignment

Risk Management

Innovation Velocity

Stakeholder Trust

Operational Efficiency

Talent Management

Impact Evidence & Mechanisms

Enhances strategic planning for digital Boards with digital expertise better integrate technology

opportunities and long-term vision. into business models, identifying new growth vectors
and competitive advantages through informed
discussion.

Improves oversight of cybersecurity, data Proactive identification and mitigation of digital threats,

privacy, and emerging digital risks. leading to fewer incidents and stronger compliance
frameworks. Directors challenge management on risk
preparedness.

Accelerates adoption of new technologies and Fosters a culture of experimentation, rapid prototyping,

agile practices across the organization. and market responsiveness. Directors champion

investment in R&D and digital upskilling.

Builds confidence in the board's ability to Demonstrates commitment to responsible and ethical
navigate digital disruption responsibly. technology use, enhancing brand reputation and
investor confidence through transparent governance.

Drives digital transformation projects that Boards with digital insights can better approve and
streamline processes and reduce costs. oversee automation, Al integration, and cloud
migrations, resulting in measurable efficiency gains.

Attracts and retains top digital talent by Demonstrates a clear vision for the digital future,

fostering a forward-thinking culture. making the company an attractive employer for tech
professionals and supporting continuous workforce
reskilling initiatives.
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Performance Impact of Digital Acumen

45

30

T
Revenue Growth (relative)

@ High Digital Acumen (%)

o ., Board Confidence Decision Making Speed .
@ High Digital Acumen i Low Di

T
Return on Assets

B Low Digital Acumen (%)

Strategic Alignment

gital Acumen

This chart illustrates the significant
performance advantage enjoyed by
companies with high digital acumen on
their boards. As shown, organizations with
digitally savvy directors experience
substantially higher relative revenue
growth and return on assets compared to
their counterparts. This foundational data
underscores the direct correlation between
board-level digital expertise and tangible
financial outcomes.

Operational & Strategic Gains

Beyond financial metrics, strong digital acumen on the board
significantly boosts key operational and strategic capabilities.
Boards with high digital literacy report greater confidence in
overseeing digital initiatives, faster decision-making processes
for technology-related strategies, and a more robust alignment
of digital efforts with overall business objectives. This indicates
a more effective and responsive governance structure.

Detailed Performance & Correlation Data

Metric

Revenue Growth

Return on Assets

Innovation Velocity

Risk Mitigation

Market Capitalization

Correlation Factor

0.75

0.82

0.78

Description

Increased sales and market share
due to effective digital strategies.

Better utilization of company
assets for profit generation.

Speed at which new digital
solutions are developed and
deployed.

Effectiveness in identifying and
addressing digital threats.

Increased market valuation of the
company.

by Dr. Andiara Petter

Impact Mechanism

Boards guide adoption of digital
channels, new product
development, and customer
engagement platforms.

Digital acumen enables optimized
investment in technology, leading
to efficient operations and asset
allocation.

Supports agile methodologies,
fosters a culture of
experimentation, and removes
barriers to digital transformation.

Proactive oversight of
cybersecurity, data governance,
and regulatory compliance in a
digital landscape.

Signals investor confidence in the
board's ability to navigate digital
disruption and drive future growth.
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The Measurement Challenge

Traditional board assessments rely on CVs, professional reputation, and generic surveys that fail to capture how directors actually
think and decide in digital governance dilemmas.

Traditional Methods

CV-Based Assessment

Surface Indicators

Focuses on past roles and
education, not current
digital decision-making
Assessment Risks capabilities.

Hidden Limitations

The iceberg model illustrates that while traditional assessment Reputation Signals
methods are visible, their significant limitations in measuring

- S Subjective and prone to
digital acumen remain hidden beneath the surface.

bias, lacking objective
evaluation of digital

acumen.
Generic Surveys
Often fail to capture
nuanced judgment in
complex digital governance
scenarios.

Binary Checklists

Tend to oversimplify
complex digital
competencies into basic
yes/no questions.

This article introduces the Digital Competency Score (DCS) framework, a scenario-based assessment methodology that evaluates
director judgment across realistic boardroom scenarios involving Al ethics, cybersecurity incidents, investment prioritization, and
digital transformation challenges.

Aspect Traditional Assessment DCS Framework

Method CVs, generic surveys, subjective Scenario-based assessment, objective
evaluation measurement

Focus Past experience, reputation, surface- Actual judgment, decision-making in
level knowledge digital dilemmas

Output General insights, qualitative Transparent, explainable scores,
observations narrative feedback

Actionability Limited, relies on inference for Evidence-based decisions for
development composition, development, succession

The framework moves assessment from subjective inference to objective measurement, providing boards with transparent,
explainable scoring anchored in expert-defined rubrics. This enables evidence-based governance decisions about board composition,
development priorities, and succession planning. Directors receive not just scores but narrative feedback explaining observed
behaviors and growth opportunities.

by Dr. Andiara Petter
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Part I: The Digital Governance Imperative

The New Economic Anatomy of the AI Era

Artificial intelligence does not merely automate tasks or optimize workflows; it fundamentally rewires the economic anatomy of the
firm. What began as digital transformation has evolved from infrastructural modernization into a comprehensive re-engineering of
how organizations sense market signals, allocate capital, configure value chains, and sustain competitive advantage. Machine-
learning algorithms now drive pricing, procurement, and credit decisions at speeds that outpace traditional quarterly oversight cycles.

01 02

Digital Transformation Begins Al Integration Accelerates

03 04

Economic Anatomy Rewires Governance Must Adapt

Three Fundamental Shifts

The Al era introduces three fundamental shifts that demand new approaches to governance and oversight:

1 2 3

Market Sensing & Decision- Value Chain & Capital Allocation Competitive Advantage &

Making
From human intuition to real-time

algorithmic sensing and autonomous
decisions.

From hierarchical, linear chains to Oversight

dynamic, Al-optimized processes and
continuous capital flow.

From brand/assets to Al capabilities
and data moats; traditional oversight
cycles are too slow.

These shifts redefine how businesses operate and how boards must lead. Below is a detailed comparison of the traditional state
versus the Al-Era state and its implications for board responsibilities.

Shift

Market Sensing &
Decision-Making

Value Chain & Capital
Allocation

Competitive
Advantage &
Oversight

Traditional State

Manual data analysis, human
intuition, slow response

Hierarchical, linear value chains,
quarterly capital allocation

Sustained through brand, physical
assets, human talent, slower
competitive cycles

Al-Era State

Real-time algorithmic sensing,
predictive analytics, autonomous
decisions (pricing, procurement,
credit)

Dynamic, Al-optimized value
chains, continuous capital
allocation driven by ML insights

Competitive advantage rapidly
shifts based on Al capabilities,
data moats, agile adaptation;
traditional oversight cycles are too
slow

by Dr. Andiara Petter

Board Implication

Understanding
algorithmic decision-
making, data ethics,
speed of response,
risk implications

Overseeing Al-driven
resource allocation,
understanding
complex
interdependencies,
ethical Al deployment

Monitoring Al's
impact on
competitive
landscape, ensuring
oversight keeps pace
with change, long-
term strategy in
volatile environment
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Compressed Operational Cadences

This transformation compresses operational cadences in three fundamental ways. First, algorithmic systems generate decision-
products, pricing engines, recommendation algorithms, credit-scoring models that continuously allocate resources without human
approval. A dynamic-pricing algorithm in e-commerce may adjust millions of prices daily based on demand signals, competitor
moves, and inventory constraints. The decision to reprice is not a discrete board-level choice but an emergent outcome of the
algorithm'’s ongoing optimization. Capital allocation thus becomes distributed and continuous rather than centralized and episodic.

Continuous Optimization Loops
Real-Time Resource Allocation
Algorithmic Decision-Products

Second, Al investments exhibit option value rather than simple net present value. Early-stage Al initiatives create learning options: the
right (but not obligation) to scale if results prove favorable. Traditional NPV analysis discounts future cash flows to present value,
implicitly assuming project trajectories are determinable ex ante. Option-value logic recognizes that Al projects are staged
experiments whose value lies partly in what the organization learns. Boards therefore need governance routines enabling sequential
learning gates rather than binary go/no-go approvals.

These two fundamental shifts, combined with the broad compression of operational cadences across all business functions, reshape
the governance landscape. The following highlights these three core aspects:

Algorithmic Automation Accelerated Operational Cycles

Continuous decision-making and resource allocation
replacing episodic human approvals.

Shift from periodic, manual processes to real-time, Al-driven
responses across functions.

Option Value of Al Investments

Staged experiments and learning gates instead of traditional
NPV-based go/no-go decisions.

Operational Cadence Comparison

The table below provides a detailed comparison, illustrating how Al compresses operational cadences across key business functions,
moving from traditional, slower approaches to rapid, Al-driven processes:

Business Function

Pricing

Credit Decisions

Inventory

Marketing

Risk Assessment

11

Traditional Cadence

Manual reviews, periodic adjustments,
slow to react to market

Committee-based, manual scoring,
periodic review

Batch processing, quarterly forecasts,
periodic ordering

Campaign-based, segment-focused,
delayed feedback

Annual reviews, static models, reactive
response

by Dr. Andiara Petter

Al-Compressed Cadence

Algorithmic, continuous, real-time
demand & competitor-driven

Automated, instant, real-time risk
assessment, continuous monitoring

ML-driven, real-time demand prediction,
dynamic reordering

Adaptive, personalized, continuous A/B
testing, instant feedback

Continuous, predictive models,
proactive mitigation
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Data Platforms and Risk-Return
Dependencies

Third, data platforms alter risk-return dependencies. Algorithmic systems depend on data infrastructure,
cloud platforms, data lakes, APIs that create network effects and lock-in dynamics. Once a firm commits to
a cloud provider, switching costs rise steeply. Data ecosystems likewise create interdependencies: a
recommendation engine's value depends on the quality and breadth of customer data, which in turn
depends on digital touchpoints across the value chain. Risk and return are thus systemically coupled in
ways traditional project analysis struggles to capture.

Data

Cloud Platforms
Infrastructure

Host services and
enable scale,
influencing costs.

Feeds algorithms and
links to storage and
lakes.

Lock-in Dynamics

API Ecosystems
Emerges from
dependencies and
vendor-specific
integrations.

Connect services and
amplify network
effects.

by Dr. Andiara Petter
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Al heightens legitimacy stakes by introducing ethical and societal risks that conventional enterprise risk management frameworks struggle to address. These challenges often
interconnected and amplify one another, demanding a holistic approach to governance and oversight. Three critical domains exemplify this:

Privacy & Data Governance

Algorithmic systems are inherently data-intensive,
relying on vast quantities of sensitive information
including customer transactions, browsing behavior,
biometric identifiers, and personal communications.
This reliance introduces significant risks related to data
misuse, security breaches, and pervasive surveillance,
which can erode public trust and lead to severe legal
and financial repercussions. High-profile data breaches
consistently demonstrate that privacy failures trigger
substantial regulatory penalties (e.g., under GDPR, CCPA,
LGPD), shareholder litigation, and irreversible
reputational damage. These regulatory frameworks
impose strict requirements such as purpose limitation,
data minimization, user consent, and robust
accountability mechanisms, making compliance a
complex and continuous challenge for firms deploying
Al

Fairness & Bias Mitigation

Algorithms increasingly encode critical decisions across
various sectors, from credit approvals and hiring
recommendations to insurance pricing and criminal
justice. Historically, these areas involved human
judgment, but machine-learning models can
inadvertently perpetuate or even amplify systemic
biases present in their training data. For instance, if
historical lending data reflects discriminatory practices
against certain demographic groups, a model trained on
that data will likely reproduce those biases, leading to
unfair outcomes. The problem is compounded by
algorithmic opacity; complex "black-box" models often
deliver accurate predictions without clearly explaining
their reasoning, making the detection, diagnosis, and
mitigation of embedded biases extremely difficult. This
lack of transparency undermines trust and
accountability.

Employment & Societal Impact

The rapid advancement of Al enables the automation of
tasks previously requiring human judgment and
intervention across various industries, including
customer service, document review, diagnostics, and
manufacturing. While this can drive significant
productivity gains, it also raises profound concerns
about large-scale job displacement and its broader
societal impact. Boards and executives are thus
confronted with complex dilemmas that extend beyond
mere economic calculations. They must address ethical
and reputational questions: How should firms ethically
balance productivity gains against the welfare of their
employees and the potential for widespread
unemployment? What moral and practical obligations
exist for companies to invest in retraining displaced
workers, facilitating their transition into new roles, or
contributing to broader social safety nets?

These ethical risks are not isolated; they often intertwine, creating a complex web of dependencies that can destabilize public perception and regulatory confidence. Understanding these
interconnections is crucial for developing robust governance strategies.

Employment

Employment <>
Privacy

Employment <>
Fairness

Amplified
Risks

Privacy

g Fairness

Fairness

To further illustrate the tangible implications, the following table provides specific examples of these legitimacy stakes in practice:

Privacy

Privacy

Fairness

Fairness

Employment

Employment

Data Breach

Surveillance

Algorithmic Bias

Exclusion

Job Displacement

Deskilling

by Dr. Andiara Petter

A social media company's Al-powered recommendation
engine is compromised, exposing sensitive user
preferences and personal data due to insufficient
encryption and access controls.

An employer uses Al to monitor employee productivity
and sentiment, collecting highly detailed personal data
without explicit consent or transparent policies, leading to
employee mistrust and legal challenges.

An Al-driven hiring tool disproportionately rejects
qualified female candidates because its training data
predominantly featured male successes in technical
roles, perpetuating gender inequality.

A facial recognition system used for public safety is
significantly less accurate in identifying individuals with
darker skin tones, leading to higher rates of false
positives and potential civil rights violations for minority
groups.

A large manufacturing firm implements advanced
robotics and Al, automating 30% of its assembly line jobs
over two years, resulting in significant layoffs without
adequate retraining programs for displaced workers.

Al tools are integrated into creative industries, leading to
a reduction in demand for certain specialized human
skills, as the Al can generate content faster and cheaper,
impacting career paths and artistic development.
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Algorithmic Decision-Products and Capital Allocation Logic

Traditional corporate governance assumes that capital allocation
decisions occur at discrete intervals: annual budgets, quarterly
reviews, project approvals. The board approves major investments;
management executes within approved parameters. This model
assumes relatively stable technologies and predictable disruption
horizons. Al disrupts this logic by enabling continuous, autonomous
decision-making at scale.

Frequency

1
2
Reversibility
4
3
Oversight
Mechanism
1 Al-driven Automation

Al systems enable continuous, autonomous decision-making

at scale. ) )
Risk Profile

2 Real-time Monitoring

Algorithms continuously monitor data, optimizing within set
parameters.

3 Continuous Optimization

Systems execute real-time adjustments and resource
allocation decisions.

4 Strategic Oversight

Boards define objectives, constraints, and monitor algorithmic
performance with real-time mechanisms.

Consider a modern e-commerce platform. Its pricing algorithm
monitors competitor prices, inventory levels, demand elasticity, and
seasonality in real-time, adjusting millions of prices daily. No human
reviews each price change; the algorithm optimizes continuously
within parameters set by management. The board's role is not to
approve each pricing decision but to ensure that the algorithm's
objectives, constraints, and risk guardrails are appropriate.

This shift from discrete to continuous decision-making requires
corresponding changes in governance. Boards must develop
oversight mechanisms that function in real-time, not just quarterly.
They need dashboards that monitor algorithmic performance,
exception reports that flag anomalous outcomes, and escalation
protocols that trigger human intervention when needed.

by Dr. Andiara Petter

Approval Process

Traditional vs. AI-Era Capital Allocation

Discrete intervals
(annual, quarterly,
project-based)

Board approves
major
investments;
management
executes within
parameters

Slower, often with
significant
friction or cost

Periodic reviews,
budgets, project
reporting

Assumes stable
technologies and
predictable
disruption
horizons

Continuous, real-
time

Algorithm
optimizes within
parameters set by
management;
board defines
objectives/constr
aints

Rapid, automated
adjustments or
course
corrections

Real-time
dashboards,
exception
reporting,
escalation
protocols

Requires
managing
emergent risks
from continuous,
autonomous
decisions and
potential
algorithmic bias
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Compressed Cadences and Board Rhythm
Mismatch

The traditional board calendar, quarterly meetings plus annual strategy retreats, was designed for an era of slower
change. In the Al era, six months may be an eternity. A competitor may launch a disruptive Al-powered service, gain
market share, and establish network effects before the board next convenes.

This mismatch creates governance risks. If boards
review only quarterly, management may defer
controversial decisions until the next board meeting,

Adapting Board Rhythms to AI Speed

High Urgency

® ® delaying course corrections. Alternatively, management
Sow domsonions Comtimuoes oo may proceed without board input, creating
Low Transp High Transparency accountability gaps when initiatives fail or trigger
o ® regulatory scrutiny.
Annual Strategy Continuous
Relrea;lsa}‘:::gequen( Engag:r\genr::‘;g‘ngoing
Effective Al governance requires boards to supplement

Low Urgency

quarterly meetings with continuous engagement: regular
technology briefings, real-time dashboards, and ad-hoc
consultations on emerging issues. The board's role
shifts from episodic approver to ongoing steward,
providing guidance and oversight throughout the
innovation lifecycle.

This diagram highlights the critical shift needed in board
operations, moving from infrequent, discrete
interactions to a model of constant vigilance and
engagement to match the pace of Al innovation.

Quarterly 1
Board Governance Rhythm Gaps
Meeting
Time Tradition Al Reality Required
Monthly Horizon al Adaptati
Committee Governa on
Review nce
Weekly
Management Quarterly Board Market Real-time
Decisions meetings shifts, oversight
, strategy disruptiv , agile
Daily Al retreats e Al response
Adjustments
Monthly/ Committ Continuo Tech
Real-Time Weekly ee us Al briefings,
Algorithm reviews, adjustme ad-hoc
Changes project nts consultat
approval ions
S
Daily/Re N/A Autonom Algorith
al-Time (operatio ous mic
nal algorith monitori
focus) mic ng,
decision escalatio
S n
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From Compliance Checklists to Innovation Governance

Traditional governance emphasizes compliance: ensuring that the organization follows laws, regulations, and internal policies. While
compliance remains essential, Al governance requires going beyond checklists to enable responsible innovation. Boards must balance
innovation and risk, creating guardrails that protect stakeholders without stifling experimentation.

Compliance

Reactive controls and
checklists

Risk Management

Assess risks and
document mitigations

Governance

Policies, roles, and
oversight evolve

Al Ethics

Proactive frameworks
and innovation

This visual represents the necessary transformation in governance models. It's a journey from a static, rule-bound approach to a dynamic,
principle-based framework that embraces foresight and responsible experimentation in the age of Al.

Objective

Compliance Governance: Primarily aims to avoid penalties and
adhere to established rules and laws.

Innovation Governance: Seeks to enable responsible
experimentation and create new value while managing risks.

Risk Stance

Compliance Governance: Emphasizes risk avoidance and
mitigation of known threats.

Innovation Governance: Balances risk management with
opportunity realization, anticipating novel risks from new
technologies.

Approach

Compliance Governance: Often reactive, focusing on meeting
minimum standards and retrospective audits.

Innovation Governance: Proactive, establishing ethical guidelines
and foresight mechanisms for emerging technologies.

Board Role

Compliance Governance: Verifies adherence to policies and
reports on regulatory status.

Innovation Governance: Provides strategic guidance, shapes
ethical frameworks, and fosters a culture of responsible
innovation.

This requires new governance frameworks. Boards must establish ethical guidelines for Al development, define acceptable use cases, and
create oversight mechanisms for high-risk applications. They must ensure that innovation occurs within boundaries that protect stakeholder

interests while enabling competitive advantage.

Governance Model Comparison

Aspect Compliance Focus
Orientation Backward-looking, rule-based

Risk Approach Avoidance, penalty mitigation

Success Metrics

Absence of violations/fines

Board Posture Oversight, adherence verification

Innovation Focus
Forward-looking, principle-based

Management, opportunity-
seeking specific risks (bias,

Responsible innovation, value
creation stakeholder trust, sustainable

Strategic guidance, enabling
experimentation

Al-Era Requirement
Adaptive, anticipatory, ethical
Proactive identification of Al-
explainability)

Ethical Al development,
growth

Continuous learning, Al literacy,
ethical stewardship

16 by Dr. Andiara Petter
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From Episodic Approval to Dynamic Stewardship

Traditional board governance rests on a control logic: management proposes, the board approves, and auditors verify ex post. This model
assumes relatively stable technologies and predictable disruption horizons. Al disrupts this logic by collapsing the boundary between strategy
formulation and execution. Algorithms iterate strategies in real time, learning from user interactions and market feedback faster than boards

can convene.

Veyonie Monitoring
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Continuous Monitoring
Approval e Stewardship
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response, shared

slow adaptation

Propose

Management presents strategies.

Verify

Auditors confirm compliance ex post.
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Approve

Report

accountability

Pryded (Zad stweies)

Board provides episodic approval.

Outcomes are reported periodically.

Boards therefore face a structural mismatch: they remain institutionally designed for episodic oversight yet must govern continuous
innovation. This mismatch creates governance risks. If boards review only quarterly, management may defer controversial decisions until the
next board meeting, delaying course corrections. Alternatively, management may proceed without board input, creating accountability gaps
when initiatives fail or trigger regulatory scrutiny.

Governance Model Comparison: Traditional vs. Dynamic

Aspect

Decision Frequency

Information Flow

Board Role

Management

Relationship

Risk Posture

Value Creation Focus
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Episodic Approval (Traditional)

Periodic, often quarterly or annually, based on
formal meetings.

Top-down reporting; board receives filtered,
summarized information.

Gatekeeper, approver, ensuring compliance with
past policies and plans.

Formal submissions, seeking approval for pre-
defined plans.

Risk avoidance; focus on mitigating known risks
and maintaining stability.

Maintaining existing value, optimizing efficiency
within established parameters.

by Dr. Andiara Petter

Dynamic Stewardship (Al Era)

Continuous, real-time, responsive to rapidly evolving
data and technology shifts.

Bi-directional and continuous; board interacts with
real-time data, diverse expertise.

Strategic partner, ethical compass, guiding
continuous adaptation and responsible innovation.

Collaborative partnership, iterative development,
shared accountability for outcomes.

Proactive risk anticipation and management,
balancing risk with opportunity in innovation.

Actively shaping future value, leveraging emerging
technologies for competitive advantage.
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Dynamic Digital Stewardship

Effective Al governance requires boards to shift from episodic approvals to dynamic digital stewardship, defined as the ongoing
cultivation of organizational capabilities to sense technological opportunities, seize emerging possibilities, and reconfigure resources
under conditions of ambiguity and velocity. This perspective extends Stewardship Theory, which positions directors as responsible
stewards of long-term organizational value, by emphasizing capability development rather than mere monitoring.

Sense Seize Possibilities
Opportunities
Continuous Reconfigure
Stewardship Resources

Dynamic Stewardship in Practice: Capabilities and Competencies

Capability Traditional Board Activity Dynamic Stewardship Activity Required Competency
Sense Opportunities Reviewing market reports, Proactively scanning tech Tech literacy, foresight,
approving R&D budgets landscape, fostering external systemic thinking
networks
Seize Possibilities Evaluating investment Rapid experimentation, agile Adaptability, risk
proposals, M&A due resource allocation, strategic intelligence, decisiveness
diligence partnerships
Reconfigure Approving organizational Continuous organizational Organizational design, talent
Resources restructures, capital redesign, talent development, management, change
expenditures platform thinking leadership

Examples of Dynamic Digital Stewardship in Action

1 2 3
Real-time Risk Monitoring Strategic Tech Integrations Adaptive Talent Development
Implementing Al-powered dashboards Boards actively engaging in pilot Directing continuous upskilling
to continuously monitor emerging programs for new Al applications, co- initiatives for both board and
digital and ethical risks, allowing for creating strategies with management executive teams, focusing on Al
immediate board intervention and for responsible integration and literacy, data ethics, and future-
strategy adjustments. scalable deployment. forward capabilities.

"The vision of digital transformation is the key skill for board members. It is not about understanding every technology, but about
knowing how digital reshapes competitive positioning and how to guide that transformation strategically." - Board Member,
Healthcare Sector

by Dr. Andiara Petter



The Competence-Based View of the Board

* BoardAcumen

We propose a Competence-Based View (CBV) of the board, arguing that digital acumen, the integrated ability to combine technical expertise with
strategic leadership, functions as a dynamic capability that enables stewardship under Al disruption. The CBV distinguishes itself from traditional
agency-centric models by focusing not on monitoring management opportunism but on cultivating board-level competencies that enable value co-

creation.

Technical Expertise

Governance Judgment

Al Core
Technical models and data foundations.

Technical Expertise
Engineers, data scientists, architects.

Strategic Leadership
Vision, governance, and risk oversight.

Al Stewardship

Ethics, policy, and continuous learning.

Strategic Leadership

Dynamic Capability

The CBV rests on two core propositions. First, board digital acumen is not a static attribute but a dynamic, developable capability comprising the six
competencies identified in our research. Second, these competencies are institutionalized through four organizational practices: dedicated
transformation committees, continuous board learning, diversity in expertise, and innovation-enabling cultures.

This perspective shifts the governance conversation from 'How do we monitor management?' to 'How do we build the capabilities needed to create value
in a digital economy?' It recognizes that effective governance requires not just oversight but also insight and foresight.

Competence-Based View Components

Component

Digital Acumen

Technical Expertise

Strategic Leadership

Governance Judgment

Dynamic Capability

Definition

Integrated ability to combine technical
expertise with strategic leadership.

Understanding of core digital
technologies (e.g., Al, data science).

Guiding the organization's long-term
digital transformation and integration.

Making sound decisions regarding
technology strategy, ethics, and risk
management.

Ability to sense, seize, and reconfigure
resources in response to technological
change.

Board Application

Enables value co-creation and
stewardship under Al disruption.

Informing strategic discussions and
evaluating technology-driven initiatives.

Setting vision for digital growth; ensuring
technology aligns with business
objectives.

Oversight of ethical Al deployment;
establishing robust data governance
frameworks.

Fostering continuous learning; adapting
organizational structures for agility.
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Measurable Indicator

Proactive identification of
Al opportunities; effective
navigation of digital
challenges.

Informed decision-
making on tech
investments; effective
risk assessment related
to tech.

Development of clear
digital strategy;
successful
implementation of
innovation projects.

Existence of ethical Al
policies; effectiveness of
data privacy measures.

Frequency of board
learning sessions; agility
in strategic pivots;
innovation success rates.



Dynamic Capabilities at the Board Level
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Dynamic capabilities theory, developed by Teece, Pisano, and Shuen, emphasizes the importance of organizational
capabilities for sensing, seizing, and reconfiguring under conditions of rapid change. These capabilities enable firms to adapt

and thrive in volatile environments.

We argue that boards themselves need dynamic capabilities to govern effectively in the Al era. Board-level dynamic

capabilities include:

©

Sensing

The ability to monitor emerging
technologies, identify relevant trends,
and anticipate strategic implications.
This requires foresight mechanisms,
external networks, and continuous
learning.

\

Seizing

The ability to make timely decisions
about technology investments,
partnerships, and strategic pivots.
This requires agile governance
processes and decision-making
frameworks suited to uncertainty.

&

Reconfiguring

The ability to adapt organizational
structures, processes, and
capabilities in response to
technological change. This requires
change management skills and
cultural flexibility.

Dynamic Capabilities at Board Level: Examples

Capability Organizational Level

Sensing Identifying and
interpreting changes in the
external environment.

Seizing Mobilizing resources to

address opportunities and
threats.

Reconfiguring Continuously transforming
organizational assets and
structures to maintain

competitiveness.

20

Board Level

Monitoring technological
advancements (e.g., Al), market
shifts, and competitive
landscapes relevant to the firm's
digital future.

Making timely and informed
decisions on significant digital
investments, strategic
partnerships, and Al integration
initiatives.

Overseeing the adaptation of
governance structures,
organizational capabilities, and
talent development to align with
digital transformation and Al
adoption.

by Dr. Andiara Petter

Example Application

Establishing a sub-
committee for technology
and innovation, regular
horizon scanning reports,
external expert network
engagement.

Approving Al strategy,
evaluating major tech
acquisitions, guiding

ethical Al frameworks.

Approving changes to the
organizational structure
for digital transformation,
fostering a culture of
continuous learning and
experimentation, ensuring
board composition
includes relevant digital
expertise.
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Stewardship Theory in the Digital Age

Stewardship theory positions directors as stewards of organizational value, responsible for long-term sustainability rather than short-term shareholder returns. This
perspective is particularly relevant in the Al era, where decisions about technology deployment have profound implications for stakeholders, society, and future
generations.

High Stewardship Focus

Short-Term Returns,
Low Sustainability

Short-Term Returns,
High Sustainability

e

Low Short-Term
Returns

.  High Short-Term
7

Returns

Long-Term Long-Term
Sustainability, High Sustainability, Low
Returns Returns

Vv

Low Stewardship Focus

This fundamental distinction between short-term gains and long-term value creation defines the core of stewardship theory.

Agency Theory

Views managers as self-interested agents requiring oversight to align their goals
with shareholders. Focuses on minimizing conflicts of interest and ensuring
accountability.

Stewardship Theory

Views directors as committed stewards working collaboratively for the
organization's long-term success and stakeholder well-being. Emphasizes trust
and intrinsic motivation.

Digital stewardship extends traditional stewardship by emphasizing the board's role in governing algorithmic systems that increasingly determine organizational outcomes.
It requires directors to understand not just financial and operational metrics but also the ethical, social, and environmental implications of Al deployment.

Comparing Governance Theories

Dimension

Assumptions

Board Role

Motivation

Governance Mechanisms

Area

Data Ethics & Privacy

Algorithmic Accountability

Stakeholder Engagement

Digital Literacy & Capacity

Long-term Value Creation

Agency Theory

Managers are self-interested and
opportunistic.

Monitoring, controlling, and aligning
interests through incentives.

Financial incentives, contractual
obligations, risk aversion.

Executive compensation, independent
directors, strict reporting.

Key Responsibility

Stewardship Responsibilities in the Digital Age

Stewardship Theory

Managers are trustworthy, collective-
oriented, and intrinsically motivated.

Enabling, empowering, and guiding

Al-Era Implication

Al adds complexity to motives;
potential for personal gain vs. broader
societal good.

Monitoring Al risks (e.g., bias,

for long-term value creation.

Intrinsic motivation, organizational
identification, desire for achievement.

Shared values, trust, board
involvement in strategy.

Ensure responsible data use, compliance with regulations, and protection of user

privacy in Al systems.

Oversee fairness, transparency, and explainability of Al models; actively mitigate

bias and discrimination.

Proactively engage with diverse stakeholders (employees, customers,
community) regarding Al's impact and implications.

Ensure the board and executive leadership possess sufficient understanding of

emerging digital technologies and Al.

Balance short-term financial pressures with Al's long-term implications for
societal well-being and environmental sustainability.

misuse) vs. guiding ethical Al
development and long-term impact.

Incentivizing responsible Al (e.g.,
executive bonuses tied to ethical Al
KPIs) vs. fostering a culture of ethical
innovation.

Formal Al ethics committees, data
governance policies vs. board-level Al
literacy, continuous stakeholder
engagement.

Impact/Benefit

Builds trust with stakeholders, mitigates legal
and reputational risks, fosters responsible Al
development.

Prevents societal harm, maintains ethical
standing, ensures equitable outcomes from Al
deployments.

Broadens perspective on Al risks and
opportunities, builds legitimacy, fosters social
license to operate.

Enables informed strategic decision-making,
effective oversight of technology investments
and governance.

Secures future relevance and resilience,
creates sustainable competitive advantage,
fulfills broader corporate purpose.

"Boards that learn in public outperform boards that merely audit in private. The future belongs to boards that embrace digital stewardship as a core governance

responsibility."

by Dr. Andiara Petter
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The Digital-Acumen Gap in Practice
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Empirical evidence reveals a troubling gap between governance responsibilities and board capabilities. Our mixed-methods study found that
only 18% of directors report high confidence in their ability to oversee digital initiatives effectively. Eighty-two percent acknowledge significant
knowledge gaps in emerging technologies such as generative Al, blockchain, and quantum computing, while 76% report insufficient expertise

in cybersecurity governance.

Confidence Levels

Overall Digital Oversight
Emerging Technologies
Cybersecurity Governance
Data Analytics & Strategy

Digital Transformation.

0 10 20 30
This chart illustrates the low confidence levels directors have across

various digital competency areas, highlighting the need for
increased digital literacy.

The Digital Acumen Gap by Domain

Competency Area Director Confidence %
Overall Digital Oversight 18%

Emerging Technologies (Al, 18%

Blockchain, Quantum)

Cybersecurity Governance 24%

Data Analytics & Strategy 30%

Digital Transformation 25%

Leadership

Key Acumen Gaps

Overall Digital Oversight

52%

Difference between desired and actual confidence.

Emerging Technologies

57%

Largest gap in Al, Blockchain, and Quantum computing.

Cybersecurity Governance

56%

Significant deficit in critical security oversight.

Data Analytics & Strategy

40%

Moderate gap in understanding data-driven decisions.

45%

Digital Transformation Leadership

Gap in leading digital change initiatives.

The "Acumen Gap" represents the percentage difference between
current director confidence and the desired capability, revealing the
true extent of the digital oversight challenge.

Desired Capability %
70%

75%

80%
70%

70%

Acumen Gap %
52%

57%

56%
40%

45%

This gap is not unique to Brazil. Research by Weill and colleagues found that organizations with three or more digitally savvy directors achieved
38% higher revenue growth and 34% greater return on assets than peers lacking such expertise, yet only 41% of US boards have even one
director with meaningful digital experience. PwC reports that just 23% of global directors feel confident in their board's digital oversight
capabilities. The capability deficit is thus structural, not incidental, reflecting decades of board selection criteria privileging financial and

operational expertise over technological literacy.

by Dr. Andiara Petter



Empirical Evidence from Research
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Our research employed a convergent mixed-methods design combining quantitative survey data with qualitative interview insights. The study
population comprised 65 board members and CEOs from publicly traded companies across diverse sectors in Brazil, including financial
services, healthcare, consumer goods, industrials, and technology.

The quantitative component used a structured survey instrument measuring six dimensions of digital acumen: leadership in digital strategy,
continuous learning, cybersecurity and data governance, ethical governance, technological foresight, and change management. Respondents

rated their own capabilities and those of their boards on five-point scales.

The qualitative component included nine elite interviews with senior executives and board members from leading organizations. These semi-
structured interviews explored how directors understand digital transformation, what competencies they consider essential, and how boards

develop digital acumen in practice.

Survey Data (n=65)

Corporate Disclosures

Quantitative
Surveys

Structured
questionnaires

Joint Interpretation
Synthesize findings

Data Integration

Merge datasets for
comparison

Research Design Overview

Method

Quantitative Survey

Qualitative Interviews

Corporate Disclosures

Performance Analysis
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Sample & Sectors

65 board members and CEOs
from diverse sectors in Brazil

9 senior executives and board
members from leading
organizations in Brazil

Publicly traded companies in
Brazil (cross-sector)

Publicly traded companies in
Brazil (cross-sector)

Convergent
Mixed-

Methods

Qualitative
Interviews

Semi-structured
interviews

Parallel Data
Collection

Conducted
concurrently

In-Depth Interviews (n=9)

Performance Analysis

Data Collection

Structured survey instrument

Semi-structured interviews

Annual reports, investor filings

Financial statements, market
data

by Dr. Andiara Petter

Analysis Approach

Statistical analysis of digital
acumen dimensions

Thematic analysis of insights

Content analysis

Comparative financial metrics
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Key Quantitative Findings

Personal Digital Acumen Self-Assessment

@ High @ Moderate
Board-Level Digital
Capabilities

A significant perception gap exists at the board
level, with most respondents indicating their
boards possess only moderate or weak digital
capabilities overall.

@

B Moderate

B Strong
B Weak

B Low

* BoardAcumen

Key quantitative findings reveal a moderate
self-assessment of digital acumen among
respondents, with a significant portion
reporting low competence.

e Self-As

sessed Competence: Only 18%

of respondents rated their personal
digital acumen as 'high’ or 'excellent!
The majority (52%) rated themselves as
‘moderate,’ while 30% rated themselves

as 'low'

e Learnin

or 'very low!

g Deficits: While 68% reported

participating in some form of digital

training

,only 22% reported structured,

ongoing learning programs. Most

training

was episodic rather than

systematic.

Domain-Specific Weaknesses

Analysis identified critical areas where digital acumen is notably
underdeveloped among the surveyed executives, particularly in emerging and

complex digital domains.

Al Ethics

Cybersecurity Governance

Technological Foresight

Continuous Learning

Change Management

Digital Strategy...

T
20

T 1
40 60

Detailed Statistical Results by Digital Acumen Dimension

Mean scores (on a 5-point scale) and statistical significance levels for each dimension, comparing self-reported competence against

an idealized benchmark.

Dimension

Leadership in Digital Strategy
Continuous Learning

Cybersecurity and Data Governance
Ethical Governance

Technological Foresight

Change Management

Mean Score (1-5)

3.8
3.1
2.9
2.7
2.6

3.5

by Dr. Andiara Petter

Standard Deviation

0.9

1.1

1.0

1.2

1.1

0.8

p-value (vs.
benchmark)

<0.01
<0.05
<0.01
<0.01
<0.01

<0.01
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Structural Causes of the Gap

The digital-acumen gap reflects three structural factors that resist simple solutions:

Path Dependence in Board
Selection

Director recruitment has historically
prioritized financial, legal, and operational
expertise over technological literacy. This
bias stems from regulatory requirements,
which demand financial experts for audit
committees, and shareholder
expectations for effective oversight of
CEO performance and M&A activities. For
a long time, technology was perceived as
merely a support function rather than a
core strategic domain. This historical
pattern has created self-reinforcing
cycles: boards that lack digital expertise
struggle to effectively evaluate and recruit
candidates with strong technology
backgrounds, thereby perpetuating the
digital acumen gap within their ranks. The
established norms and selection criteria
make it inherently difficult to shift focus
towards digital capabilities.

Impact: Boards lack the internal expertise
to identify and recruit candidates with
strong digital capabilities, reinforcing the
status quo.

Solution: Redefine board composition
requirements to explicitly include digital
expertise; utilize external digital talent
evaluators.

Pace of Technological Change

The relentless acceleration of
technological advancement presents a
formidable challenge, even for directors
with prior technology backgrounds. The
landscape of Al capabilities, for instance,
has dramatically evolved from narrow
machine learning in 2015 to sophisticated
large language models, generative Al, and
agentic systems in 2025. This rapid
evolution means that continuous learning
is not merely an advantage but an
absolute necessity. The "half-life" of
technical knowledge is continually
shortening, implying that even recently
acquired expertise quickly becomes
outdated, requiring constant effort to
remain relevant and informed on
emerging threats and opportunities.

Impact: Even tech-savvy directors
struggle to stay current, leading to
outdated knowledge and difficulty
anticipating future trends.

Solution: Implement structured, ongoing
digital education programs; foster a
culture of continuous learning and
external advisory.

Interconnected Structural Barriers

Technological Pace

Rapid change
outstrips board
learning and
adaptation.

Path Dependence

Cognitive Overload

Board selection
favors traditional
expertise, limiting

digital voices.

Complex tech signals
overwhelm decision-
making capacity.

* BoardAcumen

Cognitive Overload

Board directors already contend with an
extensive and demanding array of
responsibilities, including stringent
compliance regulations (like Sarbanes-
Oxley and LGPD), complex strategic
decisions (such as M&A and market
entry), critical risk management
(cybersecurity, geopolitical instability),
and essential governance matters (CEO
succession, shareholder activism).
Attempting to integrate comprehensive
digital oversight without alleviating other
duties creates significant bandwidth
constraints. Directors frequently report
feeling overwhelmed by the sheer volume
and complexity of topics they are
expected to master, which often leads to
a more superficial engagement with
intricate digital issues rather than the
deep understanding required for effective
governance.

Impact: Directors engage superficially
with complex digital issues, leading to
inadequate oversight and missed
strategic opportunities.

Solution: Streamline existing board
responsibilities; dedicate specific
committees to digital strategy; leverage
digital-native advisors.

These three structural factors are not isolated but form an interconnected cycle, where each barrier exacerbates the others, making the digital
acumen gap persistent and challenging to overcome without holistic interventions.

by Dr. Andiara Petter



The Cost of Inadequate Digital Acumen
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The digital-acumen gap creates real costs for organizations. Boards lacking appropriate digital capabilities struggle to effectively oversee
transformation initiatives, potentially exposing their organizations to both strategic and operational risks. Research consistently demonstrates
that organizations with high levels of board-level digital acumen demonstrate superior capacity for digital strategy implementation, more
effective responses to technological disruption, and enhanced competitive positioning.

Strategic Risks

Boards may approve misguided digital initiatives or fail to adapt
to evolving technological landscapes, leading to wasted
investments and missed market opportunities.

Regulatory & Compliance Risks

Without understanding the implications of emerging
technologies, boards risk non-compliance with data privacy laws,
ethical guidelines, and other digital regulations.

Operational Risks

Lack of digital insight can result in inadequate oversight of new
technologies, leading to vulnerabilities like data breaches, system
failures, or inefficient digital processes.

Reputational Damage

Poorly implemented digital projects or ethical missteps can lead
to public backlash, loss of customer trust, and long-term damage

to brand value.

The gap also creates governance blind spots, zones where formal oversight occurs but substantive understanding does not. For instance, a
board might approve a facial-recognition pilot without realizing its accuracy bias toward lighter skin tones, exposing the firm to discrimination
liability. A chatbot project might be greenlit despite training on proprietary competitor data, triggering intellectual-property risk. Capital might
be allocated to a blockchain solution where centralized alternatives would achieve the same outcome at lower cost.

Beyond these specific risks, the digital-acumen gap undermines board effectiveness more broadly. Directors who lack confidence in their
digital knowledge may avoid engaging with technology topics, delegating critical decisions to management without meaningful challenge. This

creates accountability gaps and erodes the board's oversight function.

Cost Impact Analysis

Cost Category

Strategic Missteps

Missed Opportunities

Regulatory Exposure

Reputational Damage
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Manifestation

Ineffective oversight of
transformation initiatives;
inability to adapt to
technological disruption;
delegation of critical decisions
without challenge.

Failure to identify and
capitalize on emerging
technological trends; slow
adoption of innovative
business models.

Implementing technologies
with hidden biases or legal
infringements; non-
compliance with data privacy
laws.

Public backlash due to ethical
technology failures; data
breaches from inadequate
cybersecurity oversight;
diminished public trust.

Financial Impact

Wasted investment in
misguided projects; decreased
competitiveness; lost market
share.

Loss of competitive
advantage; reduced revenue
growth; falling behind market
leaders.

Hefty fines; legal costs;
settlement payments;
operational restrictions.

Decline in customer loyalty;
decreased brand value;
difficulty attracting talent;
reduced sales.

by Dr. Andiara Petter

Case Example

Approving a blockchain
solution where cheaper,
centralized alternatives would
suffice, leading to unnecessary
expenditures and project
failure.

Company X failed to invest in
e-commerce strategy, losing
significant market share to
digital-first competitors.

Greenlighting a facial-
recognition pilot without
addressing accuracy bias,
leading to discrimination
lawsuits and regulatory
penalties.

Launching a chatbot trained on
proprietary competitor data,
resulting in intellectual
property disputes and severe
public trust erosion.



Individual vs. Collective Digital Acumen
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An important distinction exists between individual and collective digital acumen. Individual acumen refers to the knowledge
and skills of specific directors. Collective acumen refers to the board's overall capacity for digital governance, which depends
on both individual capabilities and how those capabilities are combined and deployed.

Individual Digital

Collective

Acumen

Digital

Collaboration &

Acumen

Processes

A board may have several directors with strong individual digital acumen but still lack collective acumen if those directors are
marginalized, if their expertise is not brought to bear on relevant decisions, or if the board's processes do not enable effective
knowledge sharing. Conversely, a board with moderate individual acumen may achieve strong collective acumen through
effective collaboration, diverse perspectives, and well-designed governance processes.

This distinction has important implications for board development. Building collective acumen requires not just recruiting
digitally savvy directors but also creating conditions where their expertise can be effectively leveraged. This includes

committee assignments that match expertise to responsibilities, meeting structures that enable meaningful engagement with
technology topics, and cultural norms that value diverse perspectives.

Dimension

Knowledge

Decision-Making

Learning

Impact
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Individual Level

Specific directors'
technical skills and
understanding of digital
trends.

Personal judgment on
tech-related matters;
isolated
recommendations.

Personal growth in digital
literacy and continuous
education.

Enhanced personal
contribution to digital

discussions and oversight.

Collective Level

Board's shared
understanding of digital
issues and strategic
implications.

Integrated, informed
decisions incorporating
diverse digital
perspectives.

Organizational capacity to
adapt to new technologies
and market shifts.

Effective digital strategy,
competitive advantage,
risk mitigation.
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Synergy Effect

Expertise exchange,
broader strategic insights,
informed decision-making.

More robust, less biased,
and forward-looking
decisions.

Accelerated learning,
proactive adaptation to
disruption.

Maximized strategic value,
reduced governance blind
spots, strengthened
oversight.
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The Critical Mass Threshold

Research suggests that three digitally competent directors represent a critical mass for effective board-level
digital governance. This finding is consistent with broader research on board diversity, which shows that
minority perspectives need sufficient representation to influence group dynamics. A single digitally savvy
director may be isolated and unable to shift board conversations. Two may form an alliance but still be
outnumbered. Three can establish a critical mass that changes the board's collective orientation toward digital
topics.

. 2 Directors: .
1 Director: . 3+ Directors:
Forming an

Isolated Voice Critical Mass

Alliance

The critical mass threshold has practical implications for board composition. Rather than pursuing universal
digital expertise, which is neither feasible nor necessary, boards should aim to recruit at least three directors
with strong digital acumen. These directors should be distributed across key committees (strategy, risk, audit) to
ensure that digital perspectives inform governance across the board's responsibilities.

Board Composition Scenarios

Number of Digital Governance Innovation Oversight Risk Management
Directors Effectiveness Quality
0-1 Low Limited/Reactive High Exposure
2 Moderate Emerging/Struggling Moderate-High
Exposure

3-4 Good Strong/Proactive Moderate Exposure
5+ Excellent Leading/Transformativ Low Exposure

e

"You need at least three voices who understand technology deeply enough to ask the right questions. One is
not enough, two can be marginalized, but three can shift the conversation." - Board Member, Technology
Sector

by Dr. Andiara Petter
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Part II: The Six Core Competencies
Competency 1: Leadership in Digital Strategy

Leadership in Digital Strategy encompasses the capacity to align digital initiatives with organizational mission, frame transformation
portfolios strategically, and oversee execution without micromanagement. This competency sits at the intersection of strategic
thinking and digital literacy, requiring directors to understand not just what technologies do, but how they reshape competitive
dynamics and value creation.

Directors with strong leadership in digital strategy recognize that digital transformation is fundamentally about business model
evolution, not technology adoption. They understand that digital capabilities enable new ways of creating value, new customer
relationships, new revenue streams, and new competitive positions. Their role is not to specify technical solutions but to ensure that
digital investments align with strategic priorities and create sustainable competitive advantage.

Digital Initiatives

Organizational
Mission

Strategic Alignment
Competency Framework Structure

# Competency Key Focus

1 Leadership in Digital Strategy Aligning digital initiatives with
organizational mission and value
creation.

2 Digital Risk Management Identifying, assessing, and mitigating
digital-related risks (cyber, data,
operational).

3 Data & Analytics Acumen Leveraging data for strategic insights
and informed decision-making.

4 Cybersecurity Oversight Ensuring robust cybersecurity posture
and resilience against threats.

5 Innovation & Emerging Tech Guidance Guiding exploration and adoption of
new technologies for competitive
advantage.

6 Talent & Culture Transformation Fostering a digital-first mindset and
building necessary organizational
capabilities.

by Dr. Andiara Petter
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Leadership in Digital Strategy: Theoretical
Foundation

This competency draws on strategic management theory, particularly the resource-based view and
dynamic capabilities framework. The resource-based view emphasizes that competitive advantage derives
from valuable, rare, inimitable, and non-substitutable resources. In the digital era, digital capabilities, data
assets, algorithmic competencies, and platform ecosystems increasingly fit this description.

Resource-Based View Dynamic Capabilities
Strategic Alignment Execution Oversight

Dynamic capabilities theory highlights the importance of organizational capabilities for sensing, seizing,
and reconfiguring under conditions of change. Leadership in digital strategy requires boards to develop
corresponding dynamic governance capabilities: sensing emerging opportunities, seizing them through
strategic investments, and reconfiguring organizational resources to capture value.

-

Resource-Based View Dynamic Capabilities
Leverage unique assets for @ Adapt and reconfigure
advantage

resources rapidly

Digital
Strategy
Leadership
L} L
Strategic Alignment e Execution Oversight
Align digital initiatives with Govern, monitor, and
goals

ensure delivery
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Leadership in Digital Strategy: Key Behavioral Indicators

Directors with strong leadership in digital strategy demonstrate the following behaviors:

Strategic Framing

Distinguish between tactical technology decisions (e.g., which specific
platform to adopt) and strategic framing (e.g., how digital reshapes
competitive positioning and customer value), ensuring board
discussions focus on the latter. This means board members focus on
the why and what of digital transformation rather than the how, guiding
strategic vision over technical implementation details.

Capabilities-Based Oversight

Structure oversight around capabilities rather than projects,
recognizing that transformation is continuous rather than discrete.
Instead of approving isolated digital projects, they focus on building
enduring organizational capabilities like advanced data analytics, Al
literacy, or agile development practices, understanding that continuous
adaptation is key in the evolving digital landscape.

Competitive Advantage Focus

Challenge management to articulate how digital investments create
competitive advantage, not just operational efficiency. While efficiency
gains are important, these directors push for clarity on how digital
initiatives will differentiate the company in the market, create new
revenue streams, or build unique customer value that competitors
cannot easily replicate.

Leadership Behaviors in Action

Purpose-Driven Transformation

Articulate digital priorities integrated with mission and sustainability
objectives, rejecting generic digitalization in favor of purpose-driven
transformation. They ensure digital initiatives are not merely about
efficiency but are deeply aligned with the company's core purpose and
long-term impact, asking how technology supports ethical
considerations or societal contributions.

Long-Term Investment Protection

Balance short-term performance pressures with multi-year
transformation horizons, protecting innovation budgets during cost-
cutting cycles. Effective digital leaders advocate for sustained
investment in future-oriented digital initiatives, even when immediate
financial pressures are high, recognizing their long-term strategic value
and competitive necessity.

Board Digital Literacy

Foster a culture of digital literacy and continuous learning within the
board itself, leading by example in understanding emerging
technologies and their strategic implications. They might actively seek
training, engage with digital experts, or encourage open dialogue about
technological shifts during board meetings.

Behavior

Focus on Strategic Framing

Purpose-Driven Transformation

Capabilities-Based Oversight

Long-Term Investment Protection

Competitive Advantage Focus

Board Digital Literacy
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Weak Practice

Debating the pros and cons of a
specific CRM software vendor.

Approving a digital tool solely
based on cost savings or
efficiency gains.

Tracking individual digital project
deadlines and budget adherence.

Cutting R&D budgets for
emerging technologies during
quarterly profit pressure.

Accepting digital investments
primarily for automating existing
processes.

Delegating all digital discussions
to the CIO or tech-savvy board
members.

Strong Practice

Discussing how a new data
platform will enable personalized
customer experiences and
market differentiation.

Challenging management on how
a new Al initiative aligns with
ethical data use and long-term
sustainability goals.

Assessing the organization's
growth in digital talent, data
maturity, and agile methodology
adoption across all business
units.

Advocating for sustained funding
for experimental digital
initiatives, citing potential for
future market disruption or new
revenue streams.

Demanding clear articulation of
how a new digital system will
create unique customer value or
reduce barriers to entry for new
services.

Actively participating in
workshops on Al ethics or cloud
computing trends; challenging
assumptions based on emerging
tech knowledge.

by Dr. Andiara Petter

Observable Outcome

Digital initiatives are tightly
integrated with evolving business
models and competitive strategy.

Digital strategy reinforces
corporate values and enhances
stakeholder trust.

Organization develops adaptable,
future-proof digital competencies
rather than isolated solutions.

Sustained innovation, leading to
competitive advantage and
resilience during economic
downturns.

Digital investments result in
market differentiation, new
revenue opportunities, and

enhanced brand loyalty.

Well-informed board decisions,
improved risk oversight, and
effective challenge to
management on digital matters.
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Leadership in Digital Strategy: Maturity Levels

Foundational

Basic understanding, IT focus

Emerging

Active engagement, growing awareness

Strategic

Integrated vision, competitive positioning

Level

Foundational

Behavioral Characteristics

Transformational

Industry shaping, disruptive foresight

Recognizes digital as important but treats it primarily as an IT matter. Reviews digital

initiatives episodically without systematic strategic framing.

Emerging

Actively engages with digital strategy discussions. Can articulate how digital impacts the

business model but struggles to integrate with broader strategic priorities.

Strategic

Consistently frames digital initiatives in strategic terms. Links technology investments to

competitive positioning, customer value, and organizational mission.

Transformational

Shapes industry discourse on digital transformation. Anticipates disruptive shifts before

competitors and positions the organization to capture emerging opportunities.

Examples in Practice

Foundational

A board whose digital discussions are limited to
approving IT budget requests or reviewing basic website
performance metrics. Digital is seen as a cost center, not
a strategic driver.

Strategic

A board that challenges management to articulate how a
proposed Al investment will create unique customer
value, differentiate the company from competitors, and
align with long-term mission objectives. They ensure
digital initiatives are integrated across all business units.

Emerging

A board actively questioning management on digital
trends (e.g., impact of social media) but struggling to
connect these insights to core business strategy or new

market opportunities beyond immediate operational
efficiency.

Transformational

A board that regularly scans for nascent technologies like
quantum computing or the metaverse, proactively
investing in R&D or partnerships to position the company
as a leader in future digital ecosystems, even before clear
ROl is visible.
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Competency 2: Continuous Learning and Technological
Adaptation

"There is a need for lifelong learning to be able to keep pace with the digital changes. This implies a permanent effort of continued
basic learning, particularly on emerging technologies."” - Board Member, Financial Services

Continuous Learning and Technological Adaptation encompasses the ability to continuously update knowledge of emerging
technologies, anticipate disruption, and adapt governance processes accordingly. This competency recognizes that technological
change outpaces traditional board education and that directors' mental models must continuously update to remain relevant.

In the Al era, knowledge has an increasingly short half-life. What directors learned about technology five years ago may be obsolete
today. Generative Al, large language models, agentic systems, and quantum computing represent capabilities that barely existed in
the recent past. Continuous learning is thus not a luxury but a necessity for effective governance.

The Continuous Learning Cycle for Boards

Acquire Knowledge

Assess Needs
(w3
VA ‘ Apply Learning

Reflect & Evaluate

Effective continuous learning for board members follows a structured cycle, ensuring that knowledge acquisition directly informs
governance and strategic decision-making. This iterative process helps boards stay ahead of technological shifts and maintain robust
oversight.

Key Learning Methods for Directors

Executive Education Programs In-depth understanding of specific technologies, strategic
frameworks, and peer networking opportunities.

Industry Conferences & Workshops Exposure to latest trends, direct interaction with innovators,
and practical insights from case studies.

Mentorship & Peer Learning Networks Personalized guidance, diverse perspectives, shared problem-
solving, and best practice exchange.

Internal Tech Briefings & Demos Context-specific knowledge aligned with company strategy,
direct engagement with internal experts and project teams.

Specialized Online Courses & Webinars Flexible, self-paced learning, access to global expertise, and
up-to-date content on rapidly evolving fields.

by Dr. Andiara Petter
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Continuous Learning: Key Behavioral Indicators

Directors with strong continuous learning capabilities demonstrate the following behaviors:

01

02

03

Structured Time Allocation

They dedicate structured time to learning, treating
education as a strategic capital allocation for
future readiness rather than an optional activity.
This involves setting aside dedicated hours
weekly or monthly for research, reading, and

en

integrate learning into their regular schedules,

gagement with new technologies. They

prioritizing it alongside other critical board

responsibilities to ensure consistent knowledge

Experiential Learning

They actively engage in experiential learning by
shadowing digital teams, participating in pilot
programs, and attending innovation sprints. This
hands-on approach offers invaluable insights that

Diverse Information Sources

They cultivate and critically evaluate diverse
information sources, including academic
partnerships, reputable analyst reports, and peer
exchanges. This broad perspective helps to

passive education alone cannot provide, fostering mitigate vendor bias and ensures a more

a deeper understanding of technological impact
and practical application within the organization.
They seek opportunities to directly observe and
interact with technological advancements.

balanced understanding of emerging trends and
technologies. They also proactively seek out
dissenting opinions and alternative viewpoints to
challenge their own assumptions.

acquisition.
04 05
Learning Modeling Application to Governance

They actively model learning behavior, demonstrating genuine curiosity,
intellectual humility, and openness to new ideas. This commitment to
continuous growth sets a powerful tone for the entire board and
encourages a culture of proactive adaptation. By asking insightful
questions and openly acknowledging knowledge gaps, they foster a safe

en

vironment for collective learning.

They consistently apply new knowledge to governance challenges,
translating insights from learning into better questions, more informed
strategic decisions, and enhanced oversight. This ensures that continuous
learning directly contributes to the board's effectiveness and resilience.
They actively connect new technological understanding to potential risks,

opportunities, and competitive advantages for the organization.

Learning Mechanisms Comparison

Different learning approaches offer varying benefits for board members aiming to deepen their understanding of technology and continuous learning
principles:

Executive Education High (Days/Weeks) High

Programs

Peer Learning Networks Moderate (Regular Moderate
Meetings)

Industry Immersion/Site Moderate (Days) High

Visits

Self-study (Online Variable (Flexible) Variable

Courses, Reports)

Shadowing Digital Teams Moderate (Project-based) High

Recommended Learning Commitments

Moderate High
High High
Low High
High Moderate
Low High

To foster robust continuous learning and maintain relevance in a rapidly evolving technological landscape, directors can adopt the following structured

ap

proach to time and resource allocation:
Learning Focus Area

Emerging Technologies & Trends
Strategic Impact & Disruption Analysis
Experiential Engagement
(Shadowing/Demos)

Peer & Expert Network Engagement

Formal Education & Workshops

Recommended Time Allocation
(Monthly)

4-8 hours
2-4 hours
1-2 hours

2-3 hours

Variable (2-4 days annually)

by Dr. Andiara Petter

Key Resources

Tech briefs, webinars, industry reports, specialized
newsletters, Al/ML forums.

Analyst reports, academic articles, foresight studies,
internal strategy sessions.

Digital team interactions, innovation lab visits, product
demonstrations, hackathon participation.

Peer groups, mentorship, industry conferences,
executive networking events, expert consultations.

Executive education programs, board-specific
technology courses, customized workshops.



Continuous Learning: Maturity Levels

# BoardAcumen

Understanding the different maturity levels for continuous learning helps boards assess their current state and identify areas for growth. This
progression reflects an increasing commitment to integrating new knowledge into strategic governance.

Foundational

Transformational

Emerging

Strategic

Each level is characterized by distinct behavioral patterns, resource allocation, and impact on board effectiveness.

Level

Foundational

Emerging

Strategic

Transformational

Specific Learning Activities & Resources by Maturity Level

Foundational

e Attending mandatory
board technology
briefings

e Reading executive
summaries of industry
reports

e Reviewing internal IT
strategy documents

Resources: Internal commes,
basic tech news, short
webinars.

35

Behavioral Characteristics

Relies on existing knowledge. Attends occasional technology briefings but does not systematically

pursue learning.

Participates in board training initiatives. Demonstrates awareness of major technology trends but

lacks depth in specific domains.

Maintains structured learning cadence. Actively seeks diverse perspectives and integrates learning

into governance processes.

Models learning organization behavior. Champions board education and creates opportunities for peer
learning across the governance community.

2

Emerging

e Participating in
structured board training
programs

e Subscribing to key
analyst reports

e Engaging in informal
discussions with digital
leaders

Resources: Board education
providers, industry analyst
firms, internal expert panels.

Strategic

Dedicating regular time
for deep-dive research

Joining peer learning
networks focused on
technology

Engaging in experiential
learning (shadowing, pilot
programs)

Critically evaluating
diverse information
sources

Resources: Peer groups,
academic partnerships,
innovation labs, specialized
publications.

by Dr. Andiara Petter

4

Transformational

e Mentoring other board
members on technology

e |[nitiating board-wide
learning initiatives

e Contributing to thought
leadership on digital
governance

e Building external
partnerships for
knowledge exchange

Resources: Leadership
forums, cross-industry
consortia, advanced
executive programs.
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Competency 3: Cybersecurity and Data Governance

"As a Board Member, | understand that | must know the fundamentals of digital transformation, databases, digital media,
Al, and other technologies that may be disruptive. But not necessarily be an expert on these topics." - Board Member,
Industrials

Cybersecurity and Data Governance encompasses the capability to oversee risk-management frameworks safeguarding
digital assets, ensuring compliance with privacy regulations, and responding to cyber incidents. This competency requires
directors to understand governance principles without requiring technical implementation skills.

Attack Surface Management
Identify and reduce exposure across assets

Incident Response Planning

Prepare procedures to detect and recover fast

Data Governance Policies
Define ownership, classification, and controls

This framework illustrates the interconnected pillars for effective cybersecurity oversight at the board level.

The scope of this competency extends across the full Key Oversight Areas for Boards
spectrum of information security and data management.
Directors must understand threat landscapes, attack Area Description
vectors, and defensive strategies at a strategic level. They
must be familiar with regulatory requirements such as Risk Assessment Regularly review and approve
GDPR, LGPD, and sector-specific regulations. And they must cyber risk assessments and
know how to respond when incidents occur, balancing mitigation strategies.
transparency with operational security.
Policy Oversee the establishment of
Development comprehensive cybersecurity

and data privacy policies.

Compliance Monitor adherence to
regulatory requirements (e.g.,
GDPR, LGPD) and industry

standards.
Incident Ensure robust incident
Management response plans are in place
and tested.
Third-Party Risk Evaluate and manage

cybersecurity risks associated
with vendors and partners.

Budget & Approve adequate funding and
Resources resources for cybersecurity
initiatives.

by Dr. Andiara Petter
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Cybersecurity and Data Governance: Key Behavioral Indicators

Directors with strong cybersecurity and data governance capabilities demonstrate:

They ask probing questions about the organization's attack surface,
incident-response plans, and third-party vendor dependencies.

They translate technical risk into strategic language, enabling
meaningful board discussions about security investments and trade-
offs.

They establish board-level policies (red lines) that management must
respect while retaining operational flexibility to implement controls.

They actively participate in discussions about emerging cyber threats
and technological advancements relevant to the business.

They advocate for a strong cybersecurity culture and continuous
employee training across the organization.

Key Oversight Areas

Attack Surface

Understanding and managing the organization's exposed digital
assets.

Data Architecture

Design and implementation of secure data storage and processing
systems.

Interconnected Cybersecurity Oversight

v,

Assess Risks

Identify critical assets and potential threats.

JAN

Respond & Recover

Execute incident response plans effectively.

Cybersecurity Oversight Framework

Area Key Question

Threat Landscape What are our most critical digital

assets and their vulnerabilities?

How is PIl and sensitive data
protected throughout its
lifecycle?

Data Protection

Incident Management Are our incident response plans

regularly tested and updated?

Vendor Risk How do we assess and monitor
the cybersecurity posture of our

third-party vendors?

* They ensure privacy-by-design principles are embedded into system
architecture from inception rather than retrofitting compliance after
deployment.

e They review incident response plans regularly and participate in
tabletop exercises to prepare for potential crises.

e They champion investments in advanced security technologies and
skilled cybersecurity personnel.

e They foster a continuous improvement mindset in cybersecurity
practices, encouraging regular audits and assessments.

Incident Response

Preparedness and effectiveness of plans to handle cyber incidents.

Compliance Framework

Adherence to regulatory requirements and industry standards.

©

Implement Controls

Deploy technical and policy-based safeguards.

il

Monitor & Adapt
Continuously review posture and update strategies.

Warning Signs Board Action

Lack of a comprehensive asset
inventory or vulnerability
management program.

Request regular briefings on
threat intelligence and
vulnerability assessments.

No clear data classification,
encryption, or access control
policies.

Ensure robust data privacy
policies and compliance with
regulations.

Untested or outdated incident
response plans; no tabletop
exercises.

Mandate regular incident
response drills and post-mortem
reviews.

Third-party breaches impacting
our organization; lack of vendor
security audits.

Oversee a strong vendor risk
management program.

by Dr. Andiara Petter
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Cybersecurity and Data Governance: Maturity Levels

Organizations progress through distinct maturity levels in their approach to cybersecurity and data governance. This progression
reflects an evolving understanding and integration of security into core business functions and strategic decision-making.

1 Foundational
2 Emerging
3 Strategic

4 Transformational

The table below outlines the key behavioral characteristics associated with each maturity level, illustrating how board oversight
evolves from basic delegation to proactive strategic leadership.

Level Behavioral Characteristics

Foundational Treats cybersecurity as a technical matter delegated to IT. Relies on management assurances
without independent validation.

Emerging Recognizes cybersecurity as a board-level priority. Can articulate key risks but struggles to
evaluate technical proposals.

Strategic Establishes governance frameworks with clear accountability. Regularly reviews security
posture and challenges management assumptions.

Transformational Anticipates emerging threat landscapes. Shapes industry best practices and integrates security
into strategic decision-making.

Oversight Activities & Key Metrics by Level

1 2
Foundational Emerging
Activities: Basic compliance checks, delegation to IT Activities: Initial risk identification, dedicated board agenda
leadership, ad-hoc discussions on major incidents. items for cybersecurity, review of incident response plans.
Metrics: % of required policies in place, basic security Metrics: Number of identified critical risks, incident
training completion rate, number of audit findings. response plan update frequency, % of critical vulnerabilities

patched.

3 4
Strategic Transformational
Activities: Governance framework implementation, regular Activities: Foresight on emerging threats, integration of
security posture reviews, challenging management security into innovation, influencing industry best practices,
assumptions, resource allocation decisions. proactive regulatory engagement.
Metrics: Effectiveness of security controls (e.g., MTTR, Metrics: Proactive threat intelligence insights, security-by-
MTTC), cybersecurity investment ROI, independent security design adoption rate, peer benchmark comparisons, thought
assessment scores. leadership impact.
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Competency 4: Ethical Governance in Digital Initiatives

"For a board member it is extremely important that digital knowledge is comprehensive, including generative Al, online security,
privacy, digital identity, copyright, data management, cybersecurity, technological innovation, IT governance, digital transformation,
legal compliance, digital ethics, and understanding the digital ecosystem." - Board Member, Consumer Goods

Ethical Governance in Digital Initiatives encompasses the capacity to ensure responsible implementation of emerging technologies,
particularly regarding algorithmic bias, data usage, and societal impact. This competency recognizes that Al governance extends
beyond compliance to encompass legitimacy, fairness, and stakeholder trust.

The scope of this competency is broad and growing. As Al systems increasingly make decisions affecting individuals' lives, from
credit approvals to hiring recommendations to medical diagnoses, the ethical implications of algorithmic systems become ever more
significant. Boards must establish guardrails that enable innovation while protecting stakeholder interests and maintaining societal
legitimacy.

Key Pillars of Ethical Governance

Effective ethical governance relies on a robust framework addressing critical areas of concern:

g -

I N
I N .
Responsible Data Use
Protect privacy and ensure consent
Societal Impact
Maximize public benefit and accountability
I N .
| N w |
This framework provides a structured approach to assessing and mitigating ethical risks within digital initiatives, ensuring technology
serves human well-being.

Algorithmic Fairness
Detect and mitigate bias in models

Ethical Considerations and Oversight Mechanisms

To ensure robust ethical governance, specific considerations must be matched with appropriate oversight mechanisms:

39

Ethical Consideration

Algorithmic Bias

Data Privacy & Security

Transparency & Explainability

Accountability

Societal Impact

Oversight Mechanism

Regular audits, diverse training data, fairness metrics,
independent review boards.

Data encryption, access controls, transparent data policies,
user consent management, privacy impact assessments.

Clear documentation of Al models, explainable Al (XAl) tools,
stakeholder engagement, public disclosure of key decisions.

Defined roles and responsibilities, incident response plans,
regulatory compliance, ethical guidelines and codes of
conduct.

Impact assessments, stakeholder consultations, ethical
review committees, long-term monitoring of outcomes.
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Ethical Red Lines

They establish ethical red lines that innovation
must respect, creating guardrails that enable
bounded experimentation and prevent irreversible
harm. This involves proactively identifying and pre-
emptively banning high-risk applications of
technology.

e Prohibiting the use of Al for autonomous
weapons that lack meaningful human control.

e Setting clear and legally binding boundaries for
facial recognition technology deployment in
public spaces.

e Ensuring Al systems are designed and
implemented to actively prevent and not
reinforce illegal discrimination or exacerbation
of societal inequities.

e Mandating ethical reviews before deploying Al
in critical sectors like healthcare or justice.

Stakeholder Mechanisms

They create formal and informal mechanisms for
meaningful stakeholder input on technology
decisions that significantly affect communities,
customers, employees, and the broader public.

e Establishing standing Al ethics committees
with diverse representation, including external
experts and impacted community members.

e Implementing accessible public forums,
feedback channels, and participatory design
processes for major technology deployments
or policy changes.

e Actively engaging employee groups, unions,
and internal experts in the development and
ongoing refinement of internal Al policies and
ethical guidelines.

e Ensuring a clear and responsive process for
addressing ethical concerns raised by any
stakeholder.

Ethical Governance: Key Behavioral Indicators

Fairness Audits

They require comprehensive and rigorous fairness
audits for all high-risk Al systems, ensuring
algorithmic decisions do not perpetuate or amplify
existing societal biases, and proactively address
potential disparate impacts.

e Conducting regular, independent, and
transparent audits of Al models to identify and
mitigate disparate impact on protected groups
across various demographics.

e Implementing robust bias detection and
mitigation strategies throughout the entire Al
development and deployment lifecycle, from
data collection to model evaluation.

e Establishing clear, quantifiable metrics for
fairness and defining acceptable thresholds
for bias, with public reporting where
appropriate.

e Utilizing diverse and representative training
datasets to minimize inherent biases from the
outset.

Explainability Mandates

They mandate comprehensive explainability for
algorithmic decisions that significantly affect
individuals, upholding the right to understand
automated outcomes and ensuring human
accountability.

e Providing clear, human-understandable
rationales for automated decisions, such as
credit denials, loan rejections, or insurance
premium adjustments made by Al systems.

e Offering transparent and accessible
explanations for Al-driven hiring
recommendations, including the key factors
influencing the outcome.

e Ensuring full transparency in how personal
data is collected, processed, and influences
automated health decisions or diagnostic
recommendations.

e Implementing systems that allow individuals
to challenge and seek human review of Al-
driven outcomes.

' BoardAcumen

Societal Impact

They consistently consider the broader societal
impact of digital initiatives alongside financial
returns, recognizing that long-term legitimacy and
stakeholder trust are foundational to sustainable
value creation.

e Conducting thorough pre-release impact
assessments for all new technologies,
evaluating potential effects on employment,
privacy, mental well-being, and social
cohesion.

e Prioritizing adherence to ethical guidelines and
principles over short-term revenue gains or
competitive advantages.

e Investing proactively in initiatives that promote
digital literacy, ensure equitable access to
technology, and address the digital divide.

e Engaging proactively with regulators, civil
society, and academic experts on emerging
ethical challenges.

Ethical Red Lines and Enforcement Examples

Red Line Category Core Principle Specific Enforcement Example

Prohibiting the development or deployment of Al systems capable of selecting and
engaging targets without human intervention.

Autonomous Weapons Human Oversight & Accountability

Banning the use of Al for real-time facial recognition in public spaces without explicit
judicial authorization and strict limitations.

Mass Surveillance Privacy & Civil Liberties

Restricting Al tools that could exacerbate existing biases in law enforcement, leading
to disproportionate targeting of minority groups.

Predictive Policing Fairness & Non-Discrimination

Forbidding Al systems designed to exploit psychological vulnerabilities or create
addiction, particularly in vulnerable populations.

Manipulative Al Human Autonomy & Dignity

Ethical Governance Framework

Ethical Domain Risk Area Governance Mechanism Success Indicator

Reduced disparities in Al outcomes, positive audit
results, stakeholder trust

Discrimination, unfair outcomes, perpetuating Fairness audits, diverse data sets, bias mitigation techniques

stereotypes

Algorithmic Bias

Compliance with data protection regulations (e.g.,
GDPR), zero data breaches, user confidence

Unauthorized access, data breaches, misuse of
personal information

Robust encryption, consent management, anonymization
techniques

Data Privacy

Positive community relations, ethical reputation,
sustainable practices

Impact assessments, responsible innovation principles, public
engagement

Societal Impact Job displacement, erosion of trust, manipulation,

environmental impact

High user understanding of Al decisions, positive
public perception, regulatory alignment

Explainable Al (XAl) tools, clear communication protocols,
accessible documentation

Lack of clarity in Al decision-making, black-box
algorithms

Transparency
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Ethical Governance: Maturity Levels

Level Behavioral Characteristics
Foundational

Emerging
frameworks.

Strategic
before deployment.

Transformational

Emerging

Foundational

Treats ethics as a compliance matter. Responds to ethical issues reactively when they arise.

Recognizes ethical dimensions of Al. Discusses fairness and privacy but lacks systematic

Establishes ethical guidelines and oversight mechanisms. Proactively addresses potential harms

Shapes organizational culture around responsible innovation. Industry leader in ethical Al governance.

&

@

Transformation
al

Strategic

This diagram illustrates the progression an organization makes in embedding ethical considerations into its governance, moving from basic

compliance to becoming a leader in responsible innovation.

Foundational
Ethical Frameworks: Ad-hoc, reactive policy development; basic
legal compliance.

Assessment Criteria:

e Existence of basic legal and regulatory compliance checks.

e Documented procedures for addressing ethical breaches
after they occur.

e No dedicated ethical oversight body or committee.

Strategic

Ethical Frameworks: Formalized ethical guidelines; established
oversight bodies; proactive risk mitigation strategies.
Assessment Criteria:

e Mandatory ethical reviews for new technologies.
e Dedicated ethical committees or review boards with defined
responsibilities.

e Integration of ethical considerations into project lifecycles
(design, development, deployment).

Emerging
Ethical Frameworks: Initial discussions on ethical principles (e.g.,
fairness, transparency); siloed efforts within departments.

Assessment Criteria:

e Informal ethical discussions or working groups.
e Early-stage impact assessments for selected projects.

e Some employee training on ethical Al, but not mandatory or
comprehensive.

Transformational

Ethical Frameworks: Ethical governance embedded into
organizational culture; continuous learning and adaptation;
industry leadership.

Assessment Criteria:

e Publicly recognized for ethical leadership and responsible
innovation.

e Active participation in shaping industry standards and policy
discussions.

e Dynamic ethical framework that evolves with technological
advancements and societal expectations.
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Competency 5: Technological Foresight and
Innovation

"Attention to trends, company strategy, fostering disruptive innovation, placing innovation at the top of
priorities. Ability to evaluate trends: what works and what will remain." - Board Member, Technology Sector

Technological Foresight and Innovation encompasses the systematic monitoring of emerging technologies to
distinguish transient hype from fundamental disruption, and the capacity to anticipate strategic implications.
This competency enables boards to sense opportunities and threats before they become obvious to
competitors.

The scope extends beyond simply tracking technology trends. Effective foresight requires understanding how
technologies evolve, which factors accelerate or impede adoption, and how technological change interacts with
market dynamics, regulatory environments, and competitive landscapes. Directors with this competency can
anticipate not just what technologies will emerge but how they will reshape industries.

The Foresight Process

Scanning Evaluating

Gather signals across .. Assess impact,
technologies Synthesizing feasibility, and value
Connect insights to
strategy

This structured approach ensures comprehensive
analysis, moving from broad observation to
actionable insights.

Disruptive
Technologies

Enabling
Technologies

Market & Regulatory
Shifts

Societal &
Environmental
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Key Trend Evaluation Criteria

Potential for market
transformation, rate
of adoption, resource
intensity, ethical
implications

Integration
complexity,
scalability, security,
cost-benefit analysis,
competitive impact

Compliance
requirements, new
market opportunities,
reputational risk,
stakeholder impact

Sustainability
alignment, consumer
behavior changes,
long-term resilience,
public perception
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Technological Foresight: Key Behavioral Indicators

Directors with strong foresight capabilities demonstrate:

Diverse Information Sources

Proactively gather intelligence from industry reports,
academic papers, competitor analysis, and startup
ecosystems to ensure a comprehensive view of the

evolving technological landscape.

3

Advanced Synthesis Methods
Employ sophisticated techniques like cross-

referencing, pattern recognition, and trend mapping

to connect disparate pieces of information and
identify emergent themes, not just isolated data

©

Early Signal Detection

Focus on identifying "weak signals” — subtle
indicators that, when aggregated, can reveal
significant future disruptions, allowing for proactive
strategy adjustments rather than reactive responses.

points.

Synthesize diverse signals: They actively seek out and integrate information from a wide array of sources, such as cutting-edge industry reports, in-depth
academic research, the strategic moves of competitors, and insights from dynamic startup ecosystems. For instance, they might track patent filings in nascent
fields like quantum computing, analyze investment trends in biotech startups, and monitor discussions in specialized technology forums. This comprehensive
approach allows them to identify weak signals that can indicate future disruptions, rather than just reacting to established trends.

Distinguish incremental from disruptive technologies: Directors with strong foresight can critically assess new technologies, differentiating between those that
offer minor enhancements to existing processes (e.g., a slightly faster processor, a new software feature) and those that fundamentally alter entire value chains
and business models. Examples of disruptive technologies they identify include generative Al's impact on content creation, blockchain's potential for supply chain
transparency, or advanced robotics reshaping manufacturing.

Conduct scenario planning: They proactively model multiple potential digital futures, developing detailed scenarios to understand how various technological
advancements might unfold. This involves exploring "what if" situations, such as a rapid shift to decentralized autonomous organizations (DAOs) or the
widespread adoption of personalized medicine. This allows them to stress-test the organization's current strategy against these diverse outcomes, ensuring
resilience and adaptability.

Maintain independent foresight sources: To mitigate potential vendor bias, they cultivate and rely on a variety of independent information channels. This often
includes forming academic partnerships with leading universities to access cutting-edge research, participating in cross-industry peer exchanges to gain diverse
perspectives, and engaging with specialized think tanks for unbiased analysis of technological trajectories. This ensures a balanced view free from commercial
influence.

Challenge organizational complacency: They consistently probe and question the status quo, asking critical questions like, "What would disrupt us completely?"
and "How might our market position be displaced by emerging technologies or new business models, even if they seem niche today?" This proactive questioning,
often through internal workshops or external audits, fosters a culture of vigilance and innovation, preventing stagnation and encouraging continuous adaptation.

Emerging Signals 1
Identify early indicators of technological change.

2 Trend Analysis
Analyze patterns and directions of key technologies.

Strategic Implications 3
Assess potential impacts on business models and markets.

4 Portfolio Decisions
Integrate insights into investment and innovation strategies.

Foresight Practices

Tech Scanning Systematic monitoring of emerging Regular briefings, interactive
technologies and market shifts, dashboards, dedicated internal
utilizing Al-powered tools and teams.

expert networks for broad coverage.

Continuous / Quarterly

Expert Panels Engagement with external experts, Bi-annual / Ad-hoc
thought leaders, and futurists to
gain diverse, high-level perspectives

and challenge internal assumptions.

Guest speakers, strategic dialogues,
advisory board meetings.

Scenario Workshops Collaborative development of future Annual / Project-based Participatory sessions, risk

Innovation Sprints
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scenarios and strategic responses,
involving cross-functional teams to
build organizational resilience.

Rapid prototyping and testing of
new concepts and technological
applications, focusing on learning
and agile adaptation.

As needed

by Dr. Andiara Petter

assessment matrix development,
strategic contingency planning.

Review outcomes, resource
allocation for promising ventures,
rapid iteration cycles.
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Technological Foresight: Maturity Levels

Foundational

Basic signals and capability
building

Strategic

Integrates foresight into
strategy

Core: Transformational

Shapes future markets and
ecosystems

Advancing through these maturity levels empowers organizations to move from reactive responses to proactive shaping of their technological future,
ensuring long-term competitiveness and innovation.

Level Behavioral Characteristics

Foundational Relies on management for technology intelligence. Reacts to competitive moves rather than anticipating
them.

Emerging Follows technology trends through mainstream sources. Can identify potentially disruptive technologies but

struggles to assess timing.

Strategic Maintains systematic horizon scanning. Regularly reviews emerging technologies with structured frameworks
for assessment.

Transformational Shapes industry discourse on technology futures. Anticipates disruptive shifts years before competitors.
Foresight Tools and Methodologies by Maturity Level

FOUNDATIONAL

1 Tools: Basic market research, competitor websites, general industry newsletters.
Methodologies: Ad-hoc threat identification, reactive problem-solving, basic competitive benchmarking.

EMERGING

2 Tools: Public trend reports, technology blogs, internal expert interviews, mainstream tech media.
Methodologies: PESTEL analysis, SWOT analysis, basic technology roadmapping, limited "weak signal" monitoring.

STRATEGIC

Tools: Dedicated horizon scanning platforms, external foresight consultants, patent databases, academic research papers.
Methodologies: Structured scenario planning workshops, Delphi method, comprehensive technology watch, cross-impact analysis.

TRANSFORMATIONAL

4 Tools: Custom Al-powered foresight systems, global expert networks, proprietary data analytics, venture capital intelligence.
Methodologies: Disruptive innovation modeling, strategic gaming, ecosystem orchestration, influencing industry standards, co-creation of
future narratives.

44 by Dr. Andiara Petter



45

' BoardAcumen

Competency 6: Change Management and Digital
Culture

"You can have the best digital strategy, but if the culture does not support it, it will fail. The focus needs to be
on the mindset of the board and executives who will lead the digital transformation." - Board Member,
Financial Services

Change Management and Digital Culture encompasses the ability to navigate organizational challenges during
transformation, address resistance, and foster digital mindsets throughout the organization. This competency

recognizes that transformation begins with culture and that boards play a critical role in modeling and enabling
change.

The scope of this competency extends beyond traditional change management to encompass the cultural
dimensions of digital transformation. Directors must understand how digital technologies reshape organizational
values, norms, and behaviors. They must be able to identify cultural barriers to transformation and create
conditions for cultural evolution. And they must model the mindsets and behaviors they wish to see throughout
the organization.

Culture

Embed collaborative, learning-focused
behaviors

Mindset

Adopt experimentation and customer-centric
thinking

Leadership

Board and executives model and sponsor
change

Effective change management relies on a strong foundation across these three pillars, driven from the top.

Change Enablers and Barriers

Change Enablers Change Barriers

e Clear Vision & Strategy e Resistance to Change

e Engaged & Visible Leadership e Lack of Executive Buy-in

e Transparent Communication e Poor Communication

e Skills Development & Training ¢ Inadequate Resources

e Empowered & Adaptive Teams e Fear of the Unknown & Job Security
e Performance Incentives & Recognition e Organizational Silos & Bureaucracy

by Dr. Andiara Petter



Change Management: Key Behavioral Indicators

Active Modeling

Board members and executives
actively model change,
demonstrating a genuine openness to
dissent and alternative perspectives.
They publicly celebrate learning from
both successes and failures,
fostering an environment where
experimentation is seen as a pathway
to innovation. They consistently
protect and allocate dedicated
budgets for innovation, ensuring
resources are available for new
initiatives, and personally champion
significant new digital projects. This
leadership by example cultivates a
culture where experimentation is not
only encouraged but expected, and
setbacks are reframed as invaluable
opportunities for organizational
growth and refinement.

Top-Down Leadership

Cultural Monitoring

Leadership continuously monitors
key cultural indicators through a
structured blend of regular employee
surveys, comprehensive feedback
mechanisms, and direct, qualitative
engagement with teams across all
levels. This includes diligently
tracking metrics such as the
frequency and effectiveness of cross-
functional collaboration, the
prevalence of an employee
innovation mindset, digital skill
adoption rates across various
departments, and overall sentiment
towards emerging technologies.
These insights are then meticulously
integrated into governance oversight
processes and strategic discussions,
informing ongoing transformation
efforts and policy adjustments.

Talent Balance

A strategic approach is taken to
talent management, balancing robust
programs for upskilling and reskilling
existing incumbent talent with
targeted, selective recruitment of
specialized digital expertise. This
dual "both/and" strategy avoids an
"either/or" dilemma. It involves
significant investment in continuous
learning initiatives and professional
development programs for current
employees, alongside strategically
hiring new talent possessing critical,
specialized digital skills to address
current gaps and future needs,
thereby building a resilient, adaptable,
and future-ready workforce capable
of navigating continuous change.

* BoardAcumen

Barrier Addressing

Leadership proactively identifies and
dismantles ingrained hierarchical
cultures and pervasive risk aversion,
deliberately cultivating environments
that foster bottom-up innovation and
widespread experimentation. This
involves consciously empowering
employees at all organizational levels
to take initiative, streamlining
processes to reduce bureaucratic
hurdles, actively encouraging diverse
perspectives, and establishing clear,
transparent pathways for new ideas
to be conceptualized, tested, and
implemented without fear of reprisal
or failure. The goal is to unlock latent
creativity and drive within the
organization.

Recognizing that sustainable culture change originates at the highest levels, leadership consistently models the desired behaviors and mindsets they expect from
the entire organization. This manifests through consistent and compelling communication of the overarching digital vision, visible and unwavering commitment to
transformation efforts, and personal adoption of digital tools, agile methodologies, and innovative practices. Such actions unequivocally reinforce that cultural

evolution is a shared, collective responsibility, driven and exemplified from the executive suite down.

Culture Change Levers

Psychological Safety
Learning Orientation
Innovation Tolerance

Digital Fluency

Create safe spaces for dialogue;
acknowledge failures as learning
opportunities.

Allocate resources for continuous
learning; champion digital literacy
programs.

Approve innovation budgets; set
clear parameters for acceptable risk.

Insist on digital strategy integration;
challenge assumptions about tech
adoption.

Cultural Indicators and Measurement Approaches

Indicator

Cross-functional Collaboration

Innovation Mindset

Digital Skill Adoption

Adaptability to Change

Data-Driven Decision Making
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Description

Ease and frequency of teamwork
across departments and teams.

Employees' willingness to propose
new ideas and embrace
experimentation.

The rate at which employees acquire
and utilize new digital tools and
competencies.

Organizational resilience and
flexibility in response to new
strategies or market shifts.

The extent to which decisions are
based on data analysis rather than
intuition.

Encourage open communication;
protect employees from blame for
honest mistakes.

Implement training initiatives;
incentivize skill development;
promote knowledge sharing.

Establish innovation labs/teams;
provide resources for new ventures;
streamline approval processes.

Embed digital tools in daily
workflows; provide technical support;
offer digital coaching.

Measurement Approach

Surveys on inter-departmental
project involvement; analysis of
communication tool usage (e.g., MS
Teams, Slack channels); qualitative
interviews.

Employee engagement surveys with
specific innovation questions;
number of innovation proposals
submitted; participation in
hackathons or innovation challenges.

Tracking completion rates of digital
training programs; assessing usage
statistics for new digital platforms;
skill matrix assessments.

Pulse surveys on change fatigue;
speed of implementation for new
initiatives; employee feedback on
organizational responsiveness.

Audits of decision-making processes;
interviews with managers on data
utilization; tracking adoption of
analytics tools.
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Increased candid feedback, risk-
taking, and experimentation.

Culture of continuous improvement,
adaptability, and curiosity.

New ideas flourish, market
responsiveness improves,
competitive edge maintained.

Workforce comfortable with
technology, improved efficiency,
data-driven decision making.

Expected Outcome

Increased project success rates;
faster problem-solving; reduced silos.

Higher rate of new product/service
development; adaptability to market
changes.

Enhanced operational efficiency;
improved data literacy; effective use
of new technologies.

Smoother transitions during change;
reduced resistance; quicker market
response times.

More informed strategic choices;
improved business outcomes;
reduced subjective bias.
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Change Management: Maturity Levels

Level
Foundational

Emerging
Strategic

Transformational

Maturity Progression

Culture seen as HR Leadership Change integrated Culture drives
responsibility recognizes culture into business continuous
importance strategy innovation

Foundational

Behavioral Characteristics
Treats culture as an HR matter. Expects management to handle resistance without board involvement.

Recognizes culture as important to transformation. Discusses cultural barriers but lacks systematic
approaches.

Actively shapes culture through signaling and structural choices. Monitors cultural indicators as part of
governance.

Chamepions digital culture as competitive advantage. Creates organizational capabilities that competitors
cannot replicate.

Transformation
Emerging Strategic al

This diagram illustrates the journey an organization undertakes to achieve higher levels of change management maturity, moving from basic compliance

to integrated strategic advantage.

Initiatives & Indicators by Maturity Level

1
FOUNDATIONAL
Change Initiatives
e HR-led basic training
e Ad-hoc communications
¢ Reactive problem-solving
Cultural Indicators
« High employee turnover
e Low engagement scores
e Resistance to new ideas
3

STRATEGIC

Change Initiatives

e Formal change programs

o Targeted leadership development
e Structural realignments

o Dedicated change champions
Cultural Indicators

e Formal cultural surveys

¢ Engagement metrics

¢ Innovation proposal rates

o Clear talent development pipelines

EMERGING

Change Initiatives

o Initial change workshops

e Leadership discussions on culture
o Pilot projects for new initiatives
Cultural Indicators

¢ Anecdotal feedback

* Recognized departmental silos

o Limited cross-functional dialogue

TRANSFORMATIONAL

Change Initiatives

e Continuous innovation labs

o Agile enterprise-wide adoption
e Adaptive learning ecosystems
o Strategic talent acquisition
Cultural Indicators

o Market leadership

o Rapid response to disruption

» High psychological safety

e Continuous learning metrics

by Dr. Andiara Petter
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Part III: Measurement and Assessment
The Digital Competency Score Framework

Traditional board evaluations rely on CVs, professional reputation, and generic surveys that fail to capture how directors
actually think and decide in digital governance dilemmas. The framework introduced here moves assessment from subjective
inference to objective measurement.

Traditional assessments focus on inputs: Does the director have a technology background? Have they served on tech
company boards? What degrees do they hold? While these inputs provide signals, they are imperfect predictors of governance
effectiveness. A director with an impressive technology CV may lack the strategic judgment to guide transformation, while a
director without formal technology training may possess excellent instincts for digital governance.

The Digital Competency Score (DCS) framework shifts focus from inputs to outputs: How does the director actually think and
decide when presented with realistic digital governance scenarios? This output-focused approach provides more direct
evidence of governance capability.

DCS Assessment Architecture

Expert Quantitative

Scenario-Based R
Evaluation Score

The assessment process is structured to provide a comprehensive and objective measure of a director's digital acumen. It
begins with realistic, scenario-based questions designed to elicit decision-making processes, followed by expert evaluation of
responses, culminating in a quantitative score across key domains.

Digital Competency Domains & Measurement

Domain Measurement Approach

Digital Strategy & Vision Evaluates ability to formulate and oversee digital transformation strategies,
including assessing market trends and technological impact.

Technology Literacy Assesses understanding of foundational technologies (e.g., cloud, Al, data
analytics) and their strategic implications for business.

Cybersecurity & Risk Measures comprehension of cyber threats, data privacy regulations, and
governance structures for digital risk management.

Data & Al Ethics Examines judgment in ethical dilemmas related to data usage, Al development, and
algorithmic bias.

Innovation & Transformation Determines capacity to foster an innovative culture, champion new initiatives, and
navigate organizational change.

Ecosystem & Partnerships Evaluates ability to identify, leverage, and govern strategic digital partnerships and
external ecosystem opportunities.

by Dr. Andiara Petter
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The Six-Domain Structure
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The DCS evaluates directors across the six competency domains identified in our research. Each domain is assessed through multiple scenarios designed to elicit

judgment in realistic governance situations. The framework produces:

—0——0——0——0—

Competency Level Numeric Score

A competency level (Foundational,
Emerging, Strategic,
Transformational) for each
domain

comparison

A numeric score (0-100) within
each level for tracking and

Weighted DCS

A weighted Digital Competency
Score aggregating across domains

Detailed Assessment Criteria & Scoring Ranges

Narrative Feedback

Narrative feedback explaining
observed behaviors and growth
opportunities

Each domain is evaluated against specific criteria, with scores providing a granular view of a director's proficiency.

Digital Strategy & Vision

Ability to formulate and oversee digital transformation

strategies, assess market trends, and understand
technological impact on business objectives.

Technology Literacy

Understanding of foundational technologies (cloud, Al, data

analytics) and their strategic implications, without needing

deep technical expertise.

Cybersecurity & Risk

Measures comprehension of cyber threats, data privacy

regulations, and governance structures for digital risk

management and resilience.

Data & Al Ethics

Examines judgment in ethical dilemmas related to data

usage, Al development, algorithmic bias, and responsible

innovation.

Innovation &
Transformation

Determines capacity to foster an innovative culture,
champion new initiatives, and effectively navigate

organizational change through digital means.

Ecosystem & Partnerships

Evaluates ability to identify, leverage, and govern strategic

digital partnerships and external ecosystem opportunities for

competitive advantage.

Interconnected Digital Competency Domains

Digital Strategy

Defines vision and
aligns domains for
coherent governance.

Technology
Literacy

Enables informed
oversight and
supports strategy
execution.

0-25 (Foundational): Limited strategic foresight.

26-50 (Emerging): Basic understanding, reactive.

51-75 (Strategic): Proactive, contributes to strategy.

76-100 (Transformational): Leads innovation, shapes future.

0-25 (Foundational): Basic technology awareness.
26-50 (Emerging): Understands key concepts.

51-75 (Strategic): Connects tech to business value.
76-100 (Transformational): Drives technology adoption.

0-25 (Foundational): Minimal risk awareness.

26-50 (Emerging): Recognizes common threats.

51-75 (Strategic): Oversees risk mitigation.

76-100 (Transformational): Establishes advanced defenses.

0-25 (Foundational): Unaware of ethical implications.
26-50 (Emerging): Identifies basic ethical issues.

51-75 (Strategic): Champions ethical guidelines.

76-100 (Transformational): Shapes industry best practices.

0-25 (Foundational): Resists change.

26-50 (Emerging): Adapts to new initiatives.

51-75 (Strategic): Advocates for innovation.

76-100 (Transformational): Inspires transformative growth.

0-25 (Foundational): Limited external view.

26-50 (Emerging): Explores basic collaborations.

51-75 (Strategic): Builds key alliances.

76-100 (Transformational): Creates network effects, expands
influence.

Cybersecurity

Protects assets and
informs risk-aware
strategic choices.

The six-domain structure ensures comprehensive coverage of digital acumen while enabling targeted development. Directors can identify specific domains for
improvement and track progress over time. The interconnectedness of these domains highlights that proficiency in one often reinforces and impacts performance in

others, requiring a holistic approach to digital governance.
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The DCS framework comprises several integrated components that work together to provide a comprehensive

assessment of digital acumen:

AI Competency

Measures Al skills
building on core
assessment insights.

Core Assessment

Baseline evaluation of
digital skills and
knowledge.

Board Analytics

Aggregates results to
inform strategic
governance
decisions.

Integrated Components of the DCS Framework

Component

The Core Assessment

The Al Competency
Assessment

The Board Analytics
module
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Purpose

Evaluates directors across all six
competency domains through scenario-
based exercises. Each domain includes
multiple scenarios to ensure robust
measurement.

Provides deeper evaluation of Al-
specific governance capabilities,
addressing topics such as Al ethics,
algorithmic risk, and responsible Al
deployment.

Aggregates individual assessments to
provide comprehensive board-level
insights.
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Key Outputs / Benefits

Provides robust measurement of
domain competencies against
expert-defined rubrics that specify
competent performance.

Complements the broader digital
acumen evaluation, highlighting
the strategic importance of Al
governance.

Enables chairs and governance
committees to understand
collective capabilities, identify
gaps, and make informed
decisions about board
composition and development.
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Scenario-Based Assessment Methodology

The assessment presents directors with realistic scenarios that mirror actual decisions boards face. Rather than asking abstract
knowledge questions (‘Do you understand Al?'), the assessment observes how directors think and act when Al ethics, risk, and
opportunity are on the board agenda.

This method provides a more accurate and actionable understanding of a director's digital acumen by evaluating practical application
of knowledge and judgment in complex situations.

01 02

Scenario Presentation Decision & Rationale

Directors encounter a realistic business challenge requiring a
decision related to digital governance.

Observe how directors analyze the situation, articulate their
decision, and justify their reasoning.

03 04

Impact Analysis Feedback & Development

Assess understanding of potential consequences across various
organizational functions and stakeholders.

Provide targeted insights for individual and collective board
development based on performance.

Example Scenarios for Practical Assessment

Example scenarios include:

Al Model Approval Cyber Incident Investment Ethical Dilemma

Response Prioritization

51

Approving an Al-powered
lending model that shows
performance gains but
potential bias risk in

underserved communities.

This scenario tests ethical
judgment, risk
assessment, and strategic
thinking.

Deciding how to respond
to a major cybersecurity
incident with customer
data exposure and
regulatory notification
requirements. This
scenario tests crisis
management, stakeholder
communication, and
governance under
pressure.

Allocating capital across
competing digital
transformation initiatives
with different risk-return
profiles and strategic
implications. This scenario
tests strategic thinking,
portfolio management,
and resource allocation.

Competency Domains and Corresponding Scenarios

Competency Domain

Digital Strategy & Innovation

Data Governance & Ethics

Cybersecurity Oversight

Al Governance & Risk

Digital Transformation Leadership

Example Scenario

Addressing concerns
about algorithmic bias in
hiring recommendations
generated by an Al system.
This scenario tests ethical
reasoning, stakeholder
management, and
governance of Al systems.

Evaluating and prioritizing investment in emerging technologies to maintain
competitive advantage.

Deciding on the ethical use of customer data for new product development,
balancing innovation with privacy concerns.

Responding to a significant data breach, including communication with
stakeholders and regulatory bodies.

Approving the deployment of an Al system, assessing its potential for algorithmic
bias and societal impact.

cultural change and skill gaps.
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Steering the organization through a large-scale digital transformation, managing
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Rubric-Based Scoring

Every response is evaluated against explicit scoring rubrics developed by governance and technology experts. This is not a black box,
it is transparent, explainable, and repeatable. For every director and domain, the framework produces a competency level, a numeric
score, and plain-language rationale explaining what was observed in their decisions and where growth opportunities exist.

The rubrics specify what constitutes competent performance at each maturity level. For example, a 'Strategic' response to an Al ethics
scenario might demonstrate awareness of bias risks, consideration of stakeholder impacts, and establishment of governance
mechanisms. A 'Foundational' response might treat the issue as purely technical or delegate entirely to management.

Rubric-based scoring ensures consistency across assessors and enables meaningful comparisons over time. Directors can see
exactly what behaviors differentiate levels and focus development on specific gaps.

Development
Insights

Competency Levels

Rubric Evaluation Numeric Scoring

Actionable
Feedback

The assessment provides a clear, three-step process for evaluating and enhancing board-level digital acumen:
Scoring Levels and Criteria

Foundational Demonstrates basic awareness of the domain. May recognize
obvious risks or opportunities but relies heavily on
management for insight and decision-making. Limited ability
to connect digital issues to broader strategic implications.

Developing Applies some understanding of digital principles and
governance. Identifies common challenges and shows
willingness to engage with related discussions. Beginning to
consider implications beyond immediate technical aspects.

Proficient Consistently demonstrates sound judgment and a
comprehensive understanding of the domain. Actively
participates in strategic discussions, considers diverse
perspectives, and aligns digital initiatives with organizational
governance and objectives.

Advanced Exhibits strategic foresight, proactive risk mitigation, and
innovative leadership in digital governance. Drives the
integration of digital ethics and opportunities into core
strategy, shaping organizational culture and long-term vision.
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Benchmarking and Progress Tracking

At the board level, individual assessments aggregate into powerful composite metrics. Board chairs and governance
committees see their board's collective digital capability through multiple analytical lenses:

Board-Level Analytics

e Competency Heatmaps: Visual representation of
strengths and gaps across all six domains and individual
directors, making patterns instantly visible.

e Concentration Risk Identification: Where the board over-
relies on one or two individuals for digital expertise.

e Domain Vulnerabilities: Entire areas (e.g., Al ethics,
cyber resilience) where the board is collectively weaker.

e Committee Fit Analysis: Which directors have
competencies aligned to specific committee needs
(Technology, Risk, Audit).

Board Competency Distribution

Foundational Developing Proficient Advanced

Peer Benchmarking

The framework enables benchmarking against peer boards
and best-in-class governance standards. This
contextualizes individual and board-level scores, helping
directors understand whether their capabilities match the
demands of their competitive environment.

Benchmarking data can reveal whether a board's digital
acumen is above or below industry averages, how it
compares to leading organizations, and whether gaps are
closing over time. This information supports evidence-
based decisions about board composition, development
priorities, and governance practices.

This chart illustrates the distribution of digital competency
levels across the board, providing a quick overview of
collective strengths and areas for development. A healthy
distribution typically shows a strong concentration in
'Proficient' and 'Advanced' levels, with a clear plan to uplift
those in 'Foundational' or 'Developing' stages.

Understanding this distribution is crucial for targeted
training and strategic board composition adjustments.

Benchmarking Metrics and Peer Comparison

Metric Our Board
Digital Acumen Score 78%
Cyber Resilience Index 7.2/10

Al Ethics Integration 65%

Data Governance Maturity 8.0/10
Innovation Readiness Score 75%

ESG Digital Alignment 70%

Peer Average Best-in-Class
72% 90%

6.5/10 8.5/10

58% 80%

7.0/10 9.0/10

68% 88%

60% 85%

This table provides a concise comparison of key digital governance metrics for your board against peer averages and leading
organizations. It highlights specific areas where the board excels and where focused effort could yield significant
improvements, driving strategic decision-making and competitive advantage.
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Part IV: Development Pathways

At the board level, individual assessments aggregate into powerful composite metrics. Board chairs and governance
committees see their board's collective digital capability through multiple analytical lenses:

Individual Development Plans

For each director, assessment results generate a tailored development plan that transforms data into action. The
process begins with clear gap analysis: current state versus target competency levels based on the director's role and
the board's strategic context. The plan identifies 2-3 priority domains with highest impact on individual and board
effectiveness.

Priority setting considers multiple factors: the director's current competency levels, the board's collective capabilities,
the organization's strategic priorities, and the director's learning preferences and constraints. The goal is to focus
development on areas that will make the biggest difference for governance effectiveness.

01 02 03

Assessment Gap Analysis Priority Setting

Comprehensive evaluation of current  Identifying disparities between Focusing on 2-3 high-impact

digital competencies. current and required skill sets. development areas.

04 05

Tailored Plan Action & Review

Customized learning activities and resources. Implementation, progress tracking, and feedback loops.

Key Development Plan Components

Component Description Key Consideration

Gap Identification Pinpointing specific areas where a director's Based on assessment data
digital knowledge or skills fall short of board and strategic context.
needs.

Priority Domains Selection of 2-3 critical competency areas for Aligns with board goals and
immediate focus, chosen for their strategic individual impact.
impact.

Learning Activities Specific actions such as workshops, mentorship, Tailored to learning style and
online courses, reading, or project involvement. availability.

Timeline A realistic schedule for completing development Short-term objectives, long-
activities and achieving competency milestones. term vision.

Measurement & Review Methods for tracking progress and regular Tangible outcomes and
check-ins to adjust the plan as needed. continuous feedback.
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Concrete Development Actions
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For each priority domain, the development plan specifies 3-5 concrete actions the director can take. These are not generic recommendations but specific,
achievable steps tied to observed gaps. The plan ensures actionable, targeted interventions that translate directly into enhanced digital leadership.

Examples include:

Structured Courses

Complete a structured course on Al fundamentals, data governance, or digital ethics for board directors. Focus on understanding strategic

implications rather than technical details.

Simulation Exercises

Participate in a hands-on cybersecurity incident response simulation exercise, a data breach tabletop exercise, or a digital transformation scenario

planning session.

Operational Shadowing

Shadow the Chief Technology Officer (CTO) or Chief Information Officer (CIO) for a day to understand technology operations, participate in an

agile development sprint review, or observe a data analytics team at work.

Industry Conferences

Attend a leading industry conference focusing on emerging technologies like blockchain, cloud security, or quantum computing, with an emphasis
on governance and strategic impact sessions.

Mentorship

Engage in a structured mentorship program with a seasoned digital leader, a CEO who has successfully overseen a major digital transformation, or

an expert in a specific digital domain relevant to the board's needs.

Guest Speaker Sessions

Arrange or attend bespoke briefings from tech experts on specific topics like generative Al, quantum computing's future impact, or regulatory

changes in digital privacy.

Strategic Project Involvement

Actively participate in a board subcommittee overseeing a major digital initiative, such as a cloud migration, a new e-commerce platform launch,
or an enterprise-wide data strategy project.

The development plan connects directors to high-quality, vetted external learning resources from leading institutions worldwide. Content formats include
self-paced online courses, cohort-based programs, executive briefings and white papers, webinars and virtual workshops, and podcasts and micro-
learning modules. Each resource is intelligently matched to specific competency gaps, time availability, and learning preferences, ensuring maximum

impact and relevance.

Action Type and Outcome Matrix

To further guide directors, here is a matrix outlining typical action types, their recommended timeframes, and the expected outcomes:

Action Type

Online Course/Executive Briefing

Simulation/Tabletop Exercise

Operational Immersion/Shadowing

Industry Conference/Forum

Structured Mentorship Program

Strategic Project Participation
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Typical Timeframe

1-3 months

1-2 days (intensive)

1-5 days

2-4 days

6-12 months

Ongoing (quarterly)

Expected Outcomes

Foundational knowledge acquisition, understanding of strategic
implications, updated lexicon.

Enhanced crisis response skills, practical decision-making
under pressure, identification of organizational vulnerabilities.

Deeper insight into internal tech capabilities, appreciation of
operational challenges, improved strategic oversight.

Exposure to latest trends, networking with peers and experts,
identification of new opportunities/threats.

Personalized guidance, accelerated learning, expanded
professional network, confidence in digital leadership.

Direct application of knowledge, tangible impact on digital
strategy, practical experience with implementation challenges.
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Board-Level Interventions

Dedicated Transformation Committees

* BoardAcumen

Research identifies dedicated transformation committees as a critical practice for effective digital governance. Two models
predominate: standalone digital/technology committees with mandates to oversee digital strategy, review Al investments, and
monitor transformation progress; and integrated oversight where technology governance is embedded across existing committees

based on risk and strategic importance.

Effective committees require clear mandates, appropriate expertise, and decision authority, not merely advisory roles. As one board
member observed: 'You need a transformation committee, but one that thinks about business and strategy, not just technology.

Aspect Standalone Digital/Technology
Committee

Mandate Dedicated to overseeing digital strategy,
Al investments, and transformation
progress.

Focus Holistic digital landscape, emerging

technologies, innovation.

Expertise Requires board members with deep
digital or technology-specific expertise.

Integration May need strong liaison with other
committees to ensure alignment.

Key success factors for transformation committees include:

e Clear mandate aligned with strategic priorities
e Members with relevant expertise and decision authority
e Regular engagement with management on transformation progress

¢ Integration with other committees (Risk, Audit, Strategy)

Committee Structure & Responsibilities

Clear Mandate

Define scope and

Integrated Oversight

Technology governance embedded across
existing committees (e.g., Audit, Risk, Strategy).

Technology risks, opportunities, and
implications relevant to each committee's
specific domain.

Leverages existing committee expertise,
supplemented with technology insights where
needed.

Inherently integrated as technology
considerations are part of broader committee
discussions.

Specialized

Expertise

objectives to guide Bring technical and

committee work. strategic skills to
inform decisions.

Management
Decision Authority Engagement
Ensure committees Connect board

can make or escalate

insights with

binding choices. operational execution
and oversight.

This visual highlights the interdependent pillars crucial for any board-level committee to drive successful digital transformation and

effective governance.
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Structured Board Learning

ﬁ BoardAcumen

High-performing boards embed continuous learning into their governance rhythms, recognizing it as a strategic imperative rather than
an optional activity. This ensures that board members remain abreast of rapid technological advancements and their strategic

implications.

Annual Deep Dives

Dedicating one full board meeting per year to an
intensive emerging-technology immersion. This can
include hands-on workshops on Al applications, visits
to leading Al research labs, or in-depth scenario
planning exercises to explore future technological
landscapes and their potential impact on the business
strategy and competitive environment.

Scenario Planning

Regularly engaging in structured exercises to model
multiple plausible digital futures. This involves
identifying key technological uncertainties and their
potential impact on business models, market
dynamics, and competitive advantage. The board then
stress-tests current and prospective strategies against
these diverse scenarios to build resilience and
adaptability.

Quarterly Tech Briefings

Implementing regular, focused (typically 30-minute)
updates from the CTO, CIO, or external domain experts.
These briefings cover specific, critical technologies,
cybersecurity threats, or digital trends relevant to the
company's industry, ensuring the board maintains a
foundational understanding of key technical aspects.

Experiential Learning

Facilitating opportunities for directors to gain firsthand
experience. This might involve shadowing digital
product development teams, participating in innovation
pilots, or attending industry-leading technology
conferences and workshops. Such experiences provide
practical insights into the operational realities and
cultural shifts driven by digital transformation.

To formalize and track this commitment to learning, leading firms publish transparent board skills matrices. These matrices
specifically identify essential digital competencies required for each director role and collectively for the board. This transparency not
only signals robust governance capabilities to investors, regulators, and other stakeholders but also creates clear accountability for
addressing any identified competence gaps. The matrix typically covers a comprehensive range of expertise across dimensions such
as digital transformation strategy, technology innovation, robust cybersecurity oversight, advanced data analytics, and ethical Al

governance.
Annual Deep Dives Annually
Quarterly Tech Briefings Quarterly

Scenario Planning

Experiential Learning

Board Skills Matrix

Bi-annually/Annually

Ongoing/As needed

Annually reviewed
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Board understanding scores, strategic
foresight index, innovation initiatives
adopted

Board engagement in tech discussions,
informed decision-making on tech
investments

Strategic resilience, adaptability to
market shifts, proactive risk mitigation

Improved digital literacy, empathy for
tech teams, practical application of
insights

Identification & closure of competency
gaps, stakeholder confidence scores
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The 90-Day Governance Rhythm
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After completing an assessment, each director enters a 90-day development cycle before reassessment. This rhythm is intentional: it provides
time to learn, aligns with natural board cycles (quarterly meetings, strategy reviews, committee work), and focuses on genuine capability

development rather than memorization.

The continuous improvement loop follows five stages:

Assess

Complete initial
governance review

B

N 7 N
N\ / N\
~N — 7 S
Plan
Set 90-day
development goals
Assess

(<D

Complete or update Digital Competency Score
and Al competency assessment

Reassess

Measure growth and adjust focus areas @

Activities and Milestones

Learn

Engage in targeted
learning activities

Register

Document progress
and updates

Plan

Review personalized development
recommendations

Learn

Engage with curated content and development
pathways

Register

Log activities, outcomes, and new insights

Each phase of the 90-day cycle involves specific actions and aims to achieve measurable progress in digital and Al competency.

Phase Key Activities

Assess Complete or update Digital Competency Score and
Al competency assessment.

Plan Review personalized development
recommendations, aligning with board strategic
priorities and individual skill gaps.

Learn Engage with curated content, workshops, expert
sessions, and experiential learning pathways
tailored to the development plan.

Register Log learning activities, document key takeaways,
insights gained, and practical application ideas.

Reassess Undergo a follow-up Digital Competency Score and

Al assessment to measure growth and identify next
focus areas.

Expected Milestones

Establish a current baseline of individual and
collective digital and Al competencies.

Develop a clear, personalized 90-day learning plan
for each director with specific learning objectives.

Completion of assigned learning modules or
participation in targeted development activities;
acquisition of new knowledge.

Maintain a transparent record of learning
engagement and capture actionable insights
relevant to governance.

Demonstrate measurable improvement in digital
and Al competency scores; recalibrate future
development priorities.

Over time, boards build a living, auditable record of their digital evolution, valuable for regulatory reviews, investor relations, and demonstrating

governance maturity.

by Dr. Andiara Petter
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Integration with Governance Processes

The 90-day rhythm integrates with existing governance processes rather than creating additional burden. Development
activities can be aligned with board meeting schedules, committee work, and strategic planning cycles. This ensures that
development is embedded in governance rather than treated as an add-on.

Board meeting
cadence

Schedule development
reviews

. Aligned Committee
Progress reporting Developmen workstreams
Us?eg[gv?;?ssnce t& Embed relevant
? Governance activities
90-da; . ]
0 Strategic planning
development cycles
rhythm
. A . Link goals and
Coordinate timing and lRESEnEs
deliverables

This visual emphasizes how individual director development seamlessly feeds into and strengthens broader board functions,
promoting continuous improvement in governance.

Mapping Development to Governance Cycles

Governance Cycle

Quarterly Board Meetings

Committee Meetings

Annual Strategy Review

Risk & Compliance
Reviews

New Director Onboarding

59

Aligned Development Activities

Reassess, Plan, Learn (review)

Learn, Register, Apply

Assess, Plan, Reassess

Learn, Register

Assess, Plan
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Key Integration Point

Present competency reports, discuss
emerging trends, align learning
objectives with strategic priorities.

Utilize newly acquired digital/Al
knowledge in discussions, share
insights relevant to committee
mandates.

Inform strategic discussions with
updated digital/Al competency data,
identify skill gaps for future planning.

Incorporate digital and Al risk
knowledge, document insights from
development into risk mitigation
strategies.

Establish initial competency baselines
and create tailored 90-day
development plans for new members.
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Conclusion: From Know-What to Fiduciary
Know-How

This article has argued that artificial intelligence fundamentally rewires the economic anatomy of firms,
compressing decision cadences, altering capital allocation logic, and escalating legitimacy stakes. These
transformations shift board work from episodic approval to continuous governance of innovation portfolios
and algorithmic architectures. Effective oversight under such conditions requires boards to develop digital
acumen as a dynamic governance capability enabling stewardship under disruption.

Core Contributions

Our research delivers three core contributions for practice:

1. Conceptual Clarity: We distinguish digital acumen from related concepts (literacy, competencies,
capabilities) and establish it as the highest-order, integrated meta-competence enabling adaptive
governance.

2. Operational Framework: We identify six core competencies and four institutional practices that
together constitute board-level digital acumen, providing actionable guidance for assessment and
development.

3. Measurement Methodology: We introduce scenario-based assessment that moves evaluation from
subjective inference to objective measurement, enabling evidence-based governance decisions.

Key Takeaways & Action Items

Key Takeaway Action Item

Al rewires firms, demanding faster decision-
making and altered capital allocation.

Effective oversight under Al disruption requires
robust digital acumen.

Digital acumen is an integrated meta-
competence for adaptive governance.

Scenario-based assessment provides objective
evaluation for digital acumen.

Shift board work from episodic approval to
continuous governance of innovation portfolios
and algorithmic architectures.

Develop digital acumen as a dynamic
governance capability for continuous
stewardship.

Utilize the identified six core competencies and
four institutional practices for board assessment
and development.

Implement scenario-based assessment to
enable evidence-based governance decisions.
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The Imperative for Boards

The evidence of widespread digital-acumen gaps suggests that voluntary board development may be insufficient. Boards that
embrace the framework introduced here, investing in competence development, formalising governance routines, and learning
in public, position their organizations to thrive under disruption. Those that do not risk governing firms they cannot adequately
understand, approving decisions they cannot meaningfully evaluate, and incurring risks they cannot effectively mitigate.

The central practical insight is that competence is both the means of value creation and the condition for sound judgment;
routines become the unit of governance. Boards unable to develop digital acumen default to governance-by-spreadsheet,
approving initiatives based on NPV calculations that ignore learning dynamics, delegating oversight to management without
meaningful challenge, or imposing rigid controls that stifle innovation.

As Al capabilities continue to evolve, the demands on board digital acumen will only increase. The frameworks presented in
this article provide a foundation, but continuous refinement will be necessary as technology and governance practices co-
evolve. Boards that establish learning routines today will be better positioned to adapt to whatever technological disruptions
tomorrow brings.

Benefits of Embracing the Digital Acumen Framework

Thrive Under Disruption Formalized Governance Continuous Learning
Position organizations to adapt and Establish clear, continuous Build internal capabilities for
flourish amidst rapid technological governance routines for innovation ongoing adaptation to evolving Al
change. and algorithmic architectures. demands.

The Stakes: Boards With vs. Without Digital Acumen

Boards with Digital Acumen Boards without Digital Acumen

Adequately understand firms and their digital landscape. Risk governing firms they cannot adequately understand.
Meaningfully evaluate complex decisions and proposals. Approve decisions they cannot meaningfully evaluate.
Effectively mitigate emerging technological risks. Incur risks they cannot effectively mitigate.

Engage in continuous governance of innovation Default to governance-by-spreadsheet; stifle innovation.
portfolios.

Are better positioned to adapt to future disruptions. Ignore learning dynamics and technological evolution.

"Boards that learn in public outperform boards that merely audit in private."

The future belongs to boards that treat digital acumen not as a luxury reserved for technology firms but as a fiduciary
necessity for all organizations navigating an economy where algorithmic systems increasingly determine competitive
positioning, stakeholder trust, and societal legitimacy.

BoardAcumen
Evidence-Based Digital Governance

boardacumen.com
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